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The past isn’t
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25 years ago

Mosaic 1.0: November 1993

IBM Simon (announced 11/1993)

GMD webcam (1997)

Euro-ISDN: 1994
DSL patent: 1990
DOCSIS started 1995
DSL in Germany: 7/1999

August 1993
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Networks never die, they just drop nodes

The Communications Security, Reliability and Interoperability Council V                        Working Group 10 
Final Report                                                March 2017 
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years of rapid growth in mobile communications, the scale of SS7 approaches Internet 
proportions. Today, networks based on SS7 protocols manage the circuit-switched links among 
hundreds of carriers for wireline and wireless services and operators serving the majority of the 
7.46 billion mobile subscribers worldwide as of June 2016.3 
 
The SS7 Network was originally founded on the basis of trust between members of a small 
closed community of carriers.  Carriers interconnected their SS7 networks because they properly 
presumed that the information and messages they receive from other carriers are valid and for 
legitimate purposes, and the system has proven effective and reliable over a significant amount 
of time.  However, the SS7 Community has evolved over time as the industry and ecosystem 
expanded, yielding several consequences: 
 

x The growth in mobility use and widespread global roaming has increased the number of 
carriers with access to the SS7 network.  

x The assumptive trust nature of the network being a closed community was true when 
SS7 was first deployed. After the global trend in deregulation of the telecommunications 
sector, in the U.S. exemplified by the Telecommunications Act of 1996, deregulation 
removed many of the restrictions on access and, in fact, mandated the opening up of 
networks. While this is a good thing for an array of reasons, it did result in certain 
complications, one of which is the barrier to gain access to SS7 was dramatically 
lowered.  

x Access to SS7 networks has increased over the past few decades, in some instances, by 
design, as telecommunications networks and network functions were opened up to more 
competition, and were adapted to novel uses and new services, like Application to user 
Short Message Service (SMS) services (e.g. for financial information, flight information, 
password recovery etc.). 
 

Ultimately, the result is that with more coverage, more networks, and more participants, the 
attack surface for a bad actor to potentially exploit this community of trust has increased. 
 
As discussed in the Risk Assessment Report, SS7 is applied to both wireline and wireless 
networks. The SS7 protocol consists of several layers. The lower layer, Message Transfer Part 
(MTP) is used for transporting SS7 messages over Time Division Multiplexing (TDM) circuits, 
while SIGTRAN (Signaling Transport) is used for transporting SS7 messages over IP. The 
ISDN User Part (ISUP) is used for setting up and tearing down telephone calls between 
switches. For database queries, the Services Connection Control Part (SCCP) and Transaction 
Capabilities Application Part (TCAP) are used. These are the basic protocols used in today’s 
SS7 networks.  Figure 1 illustrates the SS7 protocol stack when operating over TDM.  
 

                                                 
3 5G Americas, Global Mobile Subscribers and Market Shared b Technology, Ovum estimates 
global mobile subscribership of 7.46 billion as of June 2016,  
http://www.4gamericas.org/en/resources/statistics/statistics-global/ 
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  èWe’ll still have phone numbers and IPv4 addresses in 2047…
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Random Dagstuhl slide
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With exception of QUIC and maybe YANG, no major new protocols in last 10 years. 

Implementations
Not protocols or 

algorithms



But even basic constants turn 
out to be variable
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Another thing millennials ruined
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A culture is disappearing

TECHNOLOGY
Why No One Answers Their Phone Anymore
Telephone culture is disappearing.

https://www.theatlantic.com/technology/
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Chat systems

March 2017
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Text messaging most popular application (2015)
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Text messaging

Internet use

Voice/video calls

Email

SNS

Video

Music

18-29 30-49 50+

Text messaging is the most widely-used smartphone feature but voice/video calling remains 
popular, even among young smartphone owners; email continues to retain a place of 
prominence in the smartphone era 

Fully 97% of smartphone owners used text 
messaging at least once over the course of the 
study period, making it the most widely-used 
basic feature or app; it is also the feature that is 
used most frequently, as the smartphone 
owners in this study reported having used text 
messaging in the past hour in an average of 
seven surveys (out of a maximum total of 14 
across the one-week study period). Younger 
smartphone owners are especially avid users of 
text messaging, but this group has by no means 
abandoned voice calls—93% of smartphone 
owners ages 18-29 used voice or video calling 
on at least one occasion during the study 
period, and reported doing so in an average of 
3.9 surveys. 

Email has long ranked as one of the most 
common activities that users take part in online 
since the desktop/laptop era, and it continues 
to play a prominent role in the mobile era as 
well. Some 88% of smartphone owners used 
email on their phone at least once over the 
course of the study period, making email a 
more widely-used smartphone feature than 
social networking, watching video, or using 
maps and navigation, among others. 

Social networking, video consumption, and 
music/podcasts are especially popular with 
younger smartphone owners 

Three smartphone features in particular —
social networking, watching video, and listening 

Some Features are Popular With a 
Broad Spectrum of Smartphone Owners; 
Social Networking, Watching Video, and 
Music/Podcasts are Especially Popular 
Among Young Users 
% of smartphone owners in each age group who used the 
following features on their phone at least once over the 
course of 14 surveys spanning a one-week period 

 

Pew Research Center American Trends Panel experience sampling 
survey, November 10-16 2014. 

Respondents were contacted twice a day over the course of one 
week (14 total surveys) and asked how they had used their phone in 
the preceding hour (besides completing the survey). Only those 
respondents who completed 10 or more surveys over the course of 
the study period are included in this analysis. 

PEW RESEARCH CENTER 

Pew Research, 2015



“We don’t want to be bit pipes”
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France Telecom
Minitel era (~2000)

Which prevents them from being good bit pipes
à unusual, but inherent, conflict of interest between provider and customer

à Avoid commoditization (competition on price only)

Two mechanisms: provide better services vs. withhold services (”APIs”) or price-differentiate

2008

WAP IMS Linear
video Cloud Content



You said you wanted to be more than pipes?
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Opportunity Attempt Solution

Programmable services JAIN API Twilio, Bandwidth, …

Location OneAPI, SUPL AML (app data over SMS)

HD audio IMS (VoLTE) Anything but phone

Prevent spam STIR/SHAKEN (2019?) Nomorobo

Texting SMS WhatsApp, FB messenger, iMessage

Identity SIM 2FA (Duo)

Privacy Supercookie Signal, Telegram

Emergency calling CAMA trunks, NG911 RapidSOS

Publish/subscribe SIP MQTT

Universal access Separate VRS, IPCTS Skype with transcriptions



A reflection on the design of SIP
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The Internet architectural evolution



Simple core protocols have acquired technical 
debts

DNS:
~143 active RFCs
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394 SIP (and related) RFCs (incomplete)

roughly 300 with SIP
in title (RFC editor)

IMS 23.228: 329 pg.
RCS 5.1: 482 pg.

March 1999
June 2002



What turned out well?
• Separation into SIP, SDP and RTP
• Naming flexibility (tel: URLs, numeric and email-style SIP URLs)
• Extensibility (OPTIONS, header structure, Supported)
• except P-headers
• but leads to profiles
• can’t keep devices from interfering with extensions

• Registration
• Forking (“simultaneous ringing”) à Nomorobo
• Support of different forwarding models (redirection, B2BUA, proxy)
• Some diagnostics
• OPTIONS, Via, History-Info, …
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What’s been challenging?

• Handling NATs
• ICE works, but complex
• signaling co-located media relays seem common

• Application-layer security
• end-to-end
• entity authentication (callers, intermediaries)

• Complexity
• almost all use with profiles (cf. SMTP and HTTP!)

• Presence
• real-time privacy concerns
• user value beyond “typing” indicator?
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Missed policy opportunities

• Mandatory interconnect with VoIP
• See Kingsbury, §251 of Communications Act (1934)
• including for NG911

• Faster regulatory action à avoid voice as toxic waste dump and damaged 
goods
• robocall RFC: 2008
• FTC robocall summit: October 2012
• first, the FCC believed the carriers
• then, they believed their deregulatory philosophy (“no mandates”)
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What would I do differently in 2018?
• SIP reliability + UDP à layered

• necessary to get the protocol deployed initially
• concerns about simultaneous connections

• SDP with more extensible syntax
• Built-in signing model (STIR baked in)
• Build on “promise” model – asynchronous publish-subscribe

• pub/sub as infrastructure
• retain connection

pub/sub
request

SIP INVITE Bob
SUBSCRIBE
ringing
transferred
Alice joined call

Bob left 

JSON or CBOR
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Robocalls should have surprised 
nobody
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“You won the Nobel prize. You just have to wire 

some money.”

When the Swedish Royal Academy of Sciences called New York University 

professor Paul Romer early this morning to inform him that he was co-recipient of 

this year's Nobel Prize in Economics, the veteran professor let the call go to 

voicemail, thinking that only a telemarketing call could be coming in at such an 

early hour.

“I didn't answer the phone because I've been getting so many spam calls," Romer 

told ABC News. "I just assumed it was more spam."

25
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All open communications media attract spam

1996: US Standard Mail (bulk mail) created
2005: Standard Mail volume outpaces First-Class Mail volume

1985: invention of computer-based fax board
2005: Junk Fax Prevention Act (47 USC 227)

1978: email spam (DEC-20)
Jan 1994: “Global Alert For all: Jesus is Coming Soon:
April 1994: Canter & Siegel green card lottery
1994: MAKE MONEY FAST!
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Telegraph spam - 1864
Economist
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SIP spam



Unusual VoIP (& SIP) usage
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Example: DARPA PHOENIX nodes

DARPA RADICS: support blackstart for electric utilities

• mesh network (OLSR)

• self-configuring – just turn on

• network-technology agnostic (not just 4G)

• local services (VoIP, messaging, edge cloud)

• with diagnostics and traffic isolation SDR: P.25

over VHF + Codec2 + data

DECT

802.11af

(TVWS)

high-bandwidth

VHF
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Example: distributed VoIP implementation

Every node can function by itself
Local capability, “global” dial plan
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Node example – complete SIP VoIP

WebRTC

Android
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Amazon Echo speaks SIP
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MTA Help Point



Group communica,on
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Still does not work well
• Remote participants are second-class
• Phone participants must be rude
• “Can you mute your phone?”
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Setting up a temporary team
• Create a mailing list on Outlook
• Share a Dropbox folder
• Send around calendar invites by email
• Find free time slots using Doodle
• Copy-paste email addresses into WebEx setup
• Share a Google Doc by emailed link
• Set up a Github repository for the group
•è all manual, all tedious
• integrated options all assume you want their solution to be the boss
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Phone numbers as iden//es
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Phone numbers are the least bad identifier

try spelling your email address
at the grocery store cashier
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Phone numbers as identifiers
That's because phone numbers have become more than just a way to contact someone. In recent 
years, more and more companies and services have come to rely on smartphones to confirm—or 
"authenticate"—users. In theory, this makes sense; an attacker might get your passwords, but it's 
much harder for them to get physical access to your phone. (WIRED)

• Passwords are already obsolete à password recovery via email or SMS
• Secure signaling channel (e.g., SIP)
• Prevent SIM swapping (e.g., check ID, facial recognition)
• STIR/SHAKEN provides additional options (user certificate!)

What you know
What you have  (phone)
What you are (phone biometrics)

✔
2015551234



Conclusions
• It’s a small world after all
• We should have learned (and acted) faster in many cases
• loss of function, interoperability, privacy

• There’s room for improvement for even core functions
• conferencing, team work, even phone calls

• And there’s always ML & blockchain + VoIP to work on
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