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Mobile Security R&D  
 

 

Link: https://www.dhs.gov/publication/mobile-r-d-guide 

Link: https://www.dhs.gov/csd-mobile 

Link: https://www.dhs.gov/publication/csd-mobile-device-security-study 
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S&T MISSION 

To deliver effective and innovative insight, methods and solutions  

for the critical needs of the Homeland Security Enterprise. 



Background: Research Requirement Inputs 

DEPARTMENT INPUTS 

WHITE HOUSE & NSS 

CRITICAL INFRASTRUCTURE 

SECTORS  

(PRIVATE SECTOR) 
STATE & LOCAL 

INTERNATIONAL PARTNERS 

CYBERSECURITY  R&D 

INTERAGENCY COLLABORATIOIN  



Security of Mobile Computing 

 Published “Study on Mobile Device Security” 

(1) Evolution of mobile security techniques from a 
desktop-centric approach, and adequacy of these 
techniques to meet current mobile security challenges 

(2) Effect such threats may have on the cybersecurity of 
the information systems and networks of the federal 
government 

(3) Recommendations for addressing the threats based on 
industry standards and best practices 

(4) Deficiencies in the current authorities of the 
Secretary that may inhibit the ability of the Secretary to 
address mobile device security throughout the federal 
government 

(5) Plan for accelerated adoption of secure mobile device 
technology by DHS 

*Excludes National Security Systems and DoD and IC 
systems and networks 

 
•https://www.dhs.gov/publication/csd-
mobile-device-security-study   
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Mobile Ecosystem 
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Mobile Security Threats by Category 
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Primary Mobile Threat Types 
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Threat Definition Examples 

Denial of Service Deny or degrade service to 

users 

Jamming of wireless communications, overloading 

networks with bogus traffic, ransomware, theft of 

mobile device or mobile services. 

Geolocation Unauthorized physical 

tracking of user 

Passively or actively obtaining accurate three-

dimensional coordinates of target, possibly 

including speed and direction. 

Information Disclosure Unauthorized access to 

information or services 

Interception of data in transit; leakage or 

exfiltration of user, app, or enterprise data; tracking 

of user location; eavesdropping on voice or data 

communications; surreptitiously activating the 

phone’s microphone or camera to spy on the user. 

Spoofing Impersonating something or 

someone 

Email or SMS message pretending to be from 

boss or colleague (social engineering), fraudulent 

Wi-Fi access point or cellular base station 

mimicking a legitimate one. 

Tampering Modifying data, software, 

firmware, or hardware 

without authorization 

Modifying data in transit, inserting tampered 

hardware or software into supply chain, 

repackaging legitimate app with malware, 

modifying network or device configuration (e.g., 

jailbreaking or rooting a phone). 



 To address these areas of concern DHS has proposed the following: 

 FISMA metrics should be enhanced to focus on securing mobile devices through 

the Federal CIO Council’s Mobile Technology Tiger Team (MTTT). Metrics for 

consideration include mobile operating systems, mobile device authentication 

methods, and volume of mobile device user traffic not going through the agency’s 

Trusted Internet Connection.  

 The DHS CDM program should address the security of mobile devices and 

applications with capabilities that are at parity with other network devices (e.g., 

workstations and servers), and NPPD's definition of critical infrastructure should 

include mobile network infrastructure 

 DHS S&T will continue its work in Mobile Application Security to ensure the 

secure use of mobile applications for government use. 

 

DHS Next Steps 
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 Additional topics that need a response by the federal government: 

 The U.S. government should continue and enhance its active participation in 

international standards bodies so it can represent America’s national interest with 

the private sector in the development of consensus-based voluntary mobile 

security standards and best practices.  

 Continued development of the NIST draft Mobile Threat Catalogue with additional 

cooperation from industry and the inclusion of emerging threats and defenses and 

additional risk metrics for mobile threats. 

 Federal departments and agencies should develop policies and procedures 

regarding Government use of mobile devices overseas based on threat intelligence 

and emerging attacker tactics, techniques, and procedures. 

Next Steps (continued) 
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Mobile Security R&D Approach 
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SME, 
Advisor, & 

Tech 
Champion 

Strategic 
Partnerships 

R&D 

FED CIO Council/MTTT 

Industry Associations 

Requirements NIST/NIAP 

Pilots & Transition Partners 

Landscape Awareness 

Lead Mobility CoP 

Impact Policy 

Support Procurement 

Outreach 

Develop 

innovative 

secure mobile 

technologies 

 

LRBAA & 

BAAs, OTS 

“Accelerating the adoption of secure mobile technologies  by the 

Department, the government, and the global community” 



Firmware Security 
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https://www.dhs.gov/science-and-technology/news/2018/05/30/news-

release-st-announces-four-sbir-awards-secure-mobile 



Mobile 
App 

Lifecycle 

Mobile App Security R&D TTA II 
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– Mobile OS Platform 

– App Type (Native, HTML) 

– Users  

– Functional Requirements 

– App Dev Platform 

– Data Requirements 

– Authentication 

– Usage Environment 

– Iterative Testing 

– App Vetting 

– Authorization 

Decision 

– App Store 

Deployment 

– App Updates  

– App Security 

Monitoring  

– Threat & Vulnerability 

Monitoring & 

Remediation 

Concept 

Develop/

Buy Maintain 

Deploy Test 

Security in Mobile App Development 



 Aggressive data collection 

– Exfiltration of sensitive user-data to China (Adups) 

– Sensitive data collection (OnePlus 5) 

 Remote system compromise 

– System compromise from insecure 
network  communications (Ragentek) 

 User data disclosure due to vendor 
modifications 

– Samsung leaking log data (CVE-2017-7978) 

– MediaTek leaking log data (CVE-2016-10135) 

 Local “root” privilege escalation 

– Alcatel A30 (former Amazon Prime Exclusive 
Device) 

– Leagoo P1 

– Privileged EngineerMode app (OnePlus 5) 

– Android 4.4 devices with a MediaTek chipset 

 

Why Look for Cyber Threats? 
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 ZTE Blade Spark (sold by AT&T) 
– Write modem and logcat logs to external 

storage 

 LG Phoenix 2 (sold by AT&T) 
– Write logcat logs to app’s private directory 
– Lock user out of their device 

 Asus ZenFone V Live (sold by Verizon) 
– Command execution as system user 

– Take and write screenshot to external storage 

 ZTE Blade Vantage (sold by Verizon) 
– Write modem and logcat logs to external storage 

 Essential Phone (sold by Sprint) 
– Programmatic factory reset 

 Coolpad Defiant (sold by T-Mobile) 
– Send, read, and modify text messages 

– Programmatic factory reset 

– Obtain phone numbers of contacts 

 

 T-Mobile Revvl Plus (Coolpad) (sold by T-
Mobile) 

– Send, read, and modify text messages 
– Programmatic factory reset 
– Obtain phone numbers of contacts 

 ZTE ZMAX Pro (sold by T-Mobile) 
– Send, read, and modify text messages 
– Programmatic factory reset 
– Obtain phone numbers of contacts 
– Write modem and logcat log to external storage 

 LG G6 (sold by Multiple Carriers) 
– Lock user out of their device 
– Write logcat logs to app’s private directory 

 ZTE ZMAX Champ (sold by Total Wireless) 
– Write modem and logcat logs to external storage 
– Programmatic factory reset 
– Make device continually crash in recovery mode 

(brick  device) 

Android Devices on US Carriers - Vulnerabilities 
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