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FTC's Consumer Sentinel Network

https://reportfraud.ftc.gov/
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Past 12 months of DNC Reports

* https://www.ftc.gov/news-events/data-visualizations/explore-data

https://www.ftc.gov/news-events/data-visualizations/explore-data
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 Kidnapping scam attempt used daughter’s clone voice as proof in order to 
demand money from mother. 

 https://www.economist.com/culture/2023/07/20/ai-is-making-it-possible-to-clone-voices

 Scammer used cloned voice to convince elderly man that his grandson was in 
Mexico and in trouble after a night of drinking. 

 https://www.goodmorningamerica.com/news/story/dad-warns-ai-voice-scams-after-family-lost-99344931

 A McAfee report found that AI voice cloning scams are on the rise. AI tech 
combined with social engineering only makes them better

 https://www.lifewire.com/why-ai-voice-scams-mean-you-should-probably-never-answer-your-phone-7497432

 How I Broke Into a Bank Account With an AI-Generated Voice
 https://www.vice.com/en/article/dy7axa/how-i-broke-into-a-bank-account-with-an-ai-generated-voice

News Articles

https://www.economist.com/culture/2023/07/20/ai-is-making-it-possible-to-clone-voices
https://www.goodmorningamerica.com/news/story/dad-warns-ai-voice-scams-after-family-lost-99344931
https://www.lifewire.com/why-ai-voice-scams-mean-you-should-probably-never-answer-your-phone-7497432
https://www.vice.com/en/article/dy7axa/how-i-broke-into-a-bank-account-with-an-ai-generated-voice


Past FTC Challenges



• Exploratory Challenge
• $35,000.00 in prize awards
• Entrants could be

– Individuals
– Small Groups
– Large Organizations*

*Large Organizations were only eligible for a Recognition Award. 

The FTC’s Voice Cloning Challenge



• Prevention or Authentication. 
– Methods to limit the use and application of voice cloning software by 

unauthorized users. 
• Real-time Detection or Monitoring.

– Methods to detect cloned voices or the use of voice cloning technology. 
• Post-use Evaluation. 

– Methods to check after the fact if audio clips contain cloned voices.

The FTC’s Voice Cloning Challenge



• Administrability and Feasibility to Execute: 
– How well does it work? How feasible /administrable is it to deploy? 

• Increased Company Responsibility, Reduced Consumer Burden: 
– If implemented by upstream actors, how does it place liability and responsibility on companies 

and minimize burden on consumers? How do we ensure that the assignment of liability and 
responsibility matches the resources, information, and power of the relevant actors? How does 
this mitigate risks at their source or otherwise strategically intervene upstream before harms 
occur? 

– If required to be implemented by consumers, how easy is it for consumers to use?
• Resilience: 

– How is the Submission resilient to rapid technological change and evolving business practices? 
How easily can it be sustained and adapted as voice cloning technology improves, including how 
the idea will avoid or mitigate any additional safety and security risks that it itself 
might introduce?

The FTC’s Voice Cloning Challenge



• Three winning entries from the Individual/Small Group category who will 
split the prize money. 

• One Large Organization received the Recognition Award 

• Two categories of solutions
– Watermarking
– AI to combat AI

Winning Entries
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https://vimeo.com/932073
269
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https://www.youtube.com
/watch?v=-WGlZSAGhHI
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https://vimeo.com/93162
6987/508c5d6195
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https://vimeo.com/93162
7881/ada35a403e
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• James Evans – james.evans@FTC.gov

• Christine Barker – CBarker@FTC.gov
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