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STIR/SHAKEN deployment timelines 
had no precedent.



PKIs are ridiculously hard
“Public Key Infrastructure” is a system to link 
cryptographic information to identity and authorization.

RPKI adoption is 56% after 15 years

HTTPS adoption is 71% after 30 years

Voice providers had 18 months to deploy a national, 
industry-wide federated PKI.

Any degree of success would be heroic.

... How well did it go?



In this talk
We’ll take a deep dive into deployment rates and 
specification conformance

Our full paper is available at https://robocall.science
So is our implementation correctness checklist, our 
validation/verification code, and our certificate dataset.

Our analysis is exhaustive and detail-oriented 
When it comes to security, small details matter!

We’ll end with non-trivial lessons for future efforts

https://robocall.science/


Details Matter
The Fundamental Theorem of Software Security*

“All exploitable software vulnerabilities originate in a failure to validate input”

Proof: Attackers only control inputs; successful attacks depend on an attacker's input. QED.

You cannot validate non-compliant data correctly.

To accept non-compliant data, you must either:
Proactively ignore fields you should be checking.

Reactively add exceptions to your implementation.

Unclear or unspecified details mean OSPs can’t know how a TSP will assess a call

Every deviation from the spec creates work or problems for others.

*The name is my terminology. Others developed the big idea.
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Robocall Honeypot

7.75 M calls (Nov‘21 – Feb‘26)

Data Sources

Call Signaling Data

S/S PASSporT

Our Method

SIP INVITE EXAMPLE

S/S PASSporT Example

“S/S “and “STIR/SHAKEN” are used interchangeably from this slide



Robocall Honeypot

7.75 M calls (Nov‘21 – Feb‘26)

Data Sources

Call Signalling Data

S/S PASSporT

S/S x.509 Certificate

Our Method

x.509 Certificate Example



Robocall Honeypot
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Our Verification Rules



Robocall Honeypot

7.75 M calls (Nov‘21 – Feb‘26)

Data Sources

Call Signalling Data

S/S PASSporT

S/S x.509 Certificate

Raw 
Data

Parse

Parse

Decode
Call Data & PASSporT

Certificate Metadata

Cryptographic Integrity

Compliance Validation

Standards

Check Points

S/S Database Results
Analysis

Guidelines

Verstat Attestation Call Data & 
PASSporT

Certificate 
Metadata

Cryptographic 
Integrity

TN-Validation-
Passed A ✓ ✓ ✓

No-TN-Validation B or C ✓ ✓ ✓

No-TN-Validation Any ✗ ✓ ✓

TN-Validation-Failed Any N/A At least 1 ✗

Our Method



Caveat

Our findings reflect unsolicited calls reaching our 
honeypot vantage points and may not generalize 
to the broader telephone ecosystem. 



STIR/SHAKEN Deployment
As observed through our robocall honeypots



Big Picture
The Good The Bad
88% of calls arrive with a passport

Passport arrival is increasing over time

Cryptographic errors are rare

Malicious S/S call attempts are rare

Overall errors are decreasing over time

~60% of calls have at least one standard 
compliance issue

~48% of certificates have at least one 
standard compliance issue



Incoming Calls with S/S Signature

86% 91% 

Originating Providers with S/S 
signature Calls

220 613 

STIR/SHAKEN Presence Is Steadily Increasing



11.9%
Incoming Calls 
Without PASSporT

89.5K
Unique Calling 
Numbers without 
PASSporT

29.5K
Unique Calling Numbers
reappeared with PASSporT

May reflect legacy incompatibility, unsupported call paths, 
provider variance, or unintentional stripping during call routing

STIR/SHAKEN Presence Is Steadily Increasing



Validation Is Time-sensitive

No certificate archival: rotated or withdrawn certs make old calls unverifiable. 
Fix: A CT-style log or PA archive

Certificate download failure
0.1% calls at call-time
13% calls retrospectively

Cryptographic Certificate 
Verification Failures
~0% calls in call-time
28% calls retrospectively



Measurable Improvement Throughout Ecosystem

Errors per call fell from 1.6 → 1.2 over the last year



Originating Provider Practices
Signing is highly concentrated 

15 (1%) of providers signed 50.6% calls, 72 (5%) of providers signed 79.5% calls.

Cryptographic errors are rare and varied 
Signature failures - 26 providers, Self-signed certificate – 1 provider, Post-revocation 
certificate use – 4 providers

Unrelated PASSporTs on live calls
305 calls carry tokens whose numbers don't match signaling — avg 7 days old

SPCs don’t always uniquely identify providers 

Origid gives little traceback utility
24.3% of origids are malformed UUIDs



Certificate Authority Practices
13,861 total certificates

48% violate ≥1 guideline

90% fail format 
conformance

3% fail cryptographic 
validation

6.4% fail cryptographic 
AND format validation



Certificate Authority Practices

Business models vary wildly in business models and priorities 

Full compliance is achievable

Unregistered CAs appeared in the wild



Responsible Disclosures
Provider/CA feedback helped us identify alternative explanations, conduct follow-up 
experiments, and refine several findings:

Telonium: 3,747 calls used valid leaf certificates, but their certificate URIs incorrectly pointed 
to the Telonium root certificate. 

Peering Hub: Explained its non-standard Subject CN format and plans to align it with the 
standard. 

Comcast: Confirmed the missing CRL-Issuer and non-compliant SKI fields; the SKI issue was 
independently identified and fixed in January 2026, and the CRL-Issuer has been fixed as of 
September’26. 



Can Independent Implementers agree?
~60% of calls violate ≥ 1 specification in 
our validation implementation

72% of calls have different verstats from 
us and a provider

Current validation guidelines permit 
multiple interpretations

Validation guidelines are non-exhaustive

Specific cases scattered across documents

Standard explicitly defers critical validation 
decisions to providers on several points. 



But Wait, there’s More!
High-level STIR/SHAKEN primer for non-telco folks

Detailed Attestation Level Analyses

International STIR/SHAKEN Calls

CA business model variance

Certificate cryptography and validity times

…



Lessons from Hindsight
Some CA’s issue lots of certificates with few or no compliance issues

Compliance is possible!

GAs could monitor and ensure CAs issue compliant certificates
Either at initial onboarding or as a condition for CA renewal

Certificate transparency would create a useful archive for retrospective validation
We like the ALIII certificate transparency proposal!

Current protocols say what senders SHALL/MUST do. 
Future protocols should also say what receivers SHALL/MUST reject.

Future protocols should consider a channel for validation feedback



Questions?
Thanks to:

SIPNOC for the invitation
Bandwidth, Comcast, PeeringHub, Telonium, & T-Mobile for prompt responses to our queries
Bandwidth and RRaptor for in-kind support
National Science Foundation

Paper, code, and data at https://robocalls.science

Brad Reaves
https://bradreaves.net

Hamim Hamid
hhamid@ncsu.edu


