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SecureLogix Introduction

Strategic relationship with 
Verizon, AT&T and  T-Mobile. 

PhD-led R&D work with U.S. 
DHS and DoD ($15 Million+).

Professional services team 
has 20+ years of experience 
securing billions of calls.

Hundreds of enterprise 
customers.

Security stops attacks, 
robocalls, & malicious calls.

Auto-authentication verifies 
calls and detects spoofing.

Branding and authentication 
restores call trust. 

Call Security + 

Call Authentication 
Industry Leading 

Expertise

Partnerships, Research 

& Innovation
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The Problem – The Voice Channel is in a State Of Crisis

Number Verified 

9-out-of-10 calls go unanswered

87% go 
Unanswered

Answer Rate 
Increase

Branded and
Secured

Branding / Number 

Reputation Management 

Authentication

Spoofing Protection

Spam

Likely

Current
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Solutions Are Available Today for Wireless Devices

95%
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Branding is Available – But Very Little Authentication

Authenticated

Non-authenticated Authenticated
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Why is Authentication Rarely Used?

• Non-authenticated branding can be set up very quickly

• Is needed for display of logo

• It is far more difficult

• Real-time control of outbound enterprise calls is needed

• If authentication fails, brand is not displayed

• If authentication fails for spoofing protection calls are dropped
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Why is Authentication so hard:

• Real-time control of calls is non-trivial

• Must hold call until authentication is set up

• Must be extremely reliable

• There are many potential points of failure

• Must be actively monitored

• Number ownership must be actively monitored
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Call termination

Authentication for Spoofing Protection, Branding, and Logo

Call origination

Analytics Vendors

Analytic Vendor Wireless 
Subscriber

PBX

IVR

CC

Outbound 
Dialing

Attempted 
spoofed call

+1 315-797-6000
Utica, NY

ACME

Receives API 
request for 

outbound call

Use Analytics 
Vendor APIs

Nova

Voice

Out-of-band 
authentication

Legend

Outbound Call Visibility

RESTful API

Spoofed calls: drop or 
label as fraud

Software 
on premise

SIP Cloud

Outbound Call
FRAUD
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Call termination

Managing Race Condition

Call origination

Data Analytics Vendors

AE 
Vendor

Wireless 
subscriber

PBX

IVR

CC

Outbound 
dialing

Attempted 
spoofed call

+1 315-797-6000
Utica, NY

ACME

Receives API 
request for 

outbound call

Use Analytics 
Vendor APIs

Orchestra 
One

Voice

Out-of-band 
authentication

Legend

Outbound Call Visibility

RESTful API

Spoofed calls: drop or 
label as fraud

Software 
on premise

SIP Cloud

Outbound call
FRAUD
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Automated Number Vetting

Service

Provider

IVR

CC

PBX

SIP Trunk or API

Cloud

PolicyGuru

ETM System

Inbound Calls to

Spoofing Protection

Numbers

Inbound Call

Analytic Engine

Call Generator

Calls Are

Redirected,

Logged, and

Results Sent
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PSTN

Outbound Call Visibility

Enterprise 

SecureLogix 

non-PG User

Cloud Enablement

Enterprise Integrations

Enterprise 

SecureLogix 

PG User

Enterprise 
User

SIP

SIP or API

Managed

Service

INBOUND CALL 

AUTHENTICATION

OUTBOUND 

CALL TRUST

CALL SECURITY

Inbound & Outbound Calls

*

*Nova not required for delivery 

*
**AT&T will require consent



12

Going Forward:

• We expect logo to drive more authentication

• We expect enterprises to demand active spoofing protection

• BCID has built in authentication

• BCID needs more OSPs and TSPs to participate

• BCID probably will not offer active spoofing protection
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Questions and Contact Information:

• Questions?

• Contact Info:

• securelogix.com

• mark.collier@securelogix.com
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