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Agenda

• Who we are and what we do

• The three levels of Honeypot analysis

• Stinging, trolling, & swearing

• Next steps



Our Mission – Fight Telemarketing SPAM

• We do it by

• Directly intervening to protect people

• Providing data/insights to the white-hat telecom community

• Acting as an advocate to the consumers for privacy and 
protection

• Helping prosecute cases – tracebacks, TCPA, class action lawsuits

• Providing more than CDR and metadata

• Actual content.

• Telemarketers talking to potential victims



Why we are doing this

• Find impersonated enterprises

• Identify the carriers involved

• Helps us to advise our customer base of active scams

• Looking forward – how we can do a better job to protect our 
customers

• Can we use stir/shaken to help identify scammers?

• General understanding of the techniques and business processes 
of the scammers

• Examine the viability of a feedback process to root out false A-
Level attestations



Three levels of  a Honeypot
• Level 1 – Metadata (Old school)

• Calling number

• Called number

• Time of day

• PAI/VIA

• Level 2 – STIR/SHAKEN (Recent)

• Signer/Issuer

• Certificate validity

• Attestation

• RCD

• Level 3 – Media (Brand new)

• Front-end announcement

• Derived company, purpose, scam type

• Profanity



Example call – Metadata (Level 1)
• Time of day
• Calling number
• Called number
• Caller ID Name (from/P-Asserted-Identity)

• No Red Flags



Example call – STIR/SHAKEN Header (Level 2)

• Signing party
• Certificate issuer
• Calling number 

• (should match FROM)
• Called number

• (should match TO, unless redirected)
• Attestation level

• No red flags



Example call – Audio and AI Analysis (Level 3)

• Unique to Jolly Roger Telephone
• Caller name and company
• Scam type
• Contains profanity?
• Asking for a call back?

• This call - Red flag! Obvious scam!

0:36
Walmart 
Impersonator



• We analyzed 168,626 calls from April 17, 2025 to August 16, 2025

• Approximately 2,250 hours of recorded interactions

• From 129,894 unique calling numbers

• To 44,404 unique honeypot called numbers

• Able to deduce a company name from 36,651 calls

• 5,938 calls had some form of abuse, swearing, or offensive language

Buried Treasure



Bimodal SPAM Curve
• Time-of-day counts show typical call traffic with dip at lunchtime
• This is for the Pacific Time zone



Subjects and Issuers – ANY Attestation

• 80% of the 153,514 attested calls came from 13 subjects

• Subjects may not be the originator



• 80% of the 51,999 A-Level calls came from 16 subjects

• As these are A-Level, subjects should be the originator

Subjects and Issuers – A-Level Attestation



• Small number of calls have expired or invalid certificates

• Do these Issuers know?

• Who is responsible for blocking these calls?

• Malice or mistake?

Expired or Invalid Certificates ??



Offensive Attestations
• 5,938 calls with offensive language



• Deduced a company name from 35,116 calls

• Top 25% of the calls come from these 15 companies

Inferred Companies



Case study - Chase Bank
• Caller claims to be from Chase Bank
• Most calls start with same opening robocall greeting
• Many received A-Level attestation

1:38 Chase Bank



Case study – Comcast Xfinity
Professional Greetings when Called Back

Two sample voicemails



Case study – Comcast Xfinity
• 2374 calls from “This is Comcast Xfinity call us back on your caller ID”

• 2327 of these (98%) came from different caller IDs

• 2257 of these (97%) came to different customer numbers

• 85 of these (4%) had an A-Level attestation

• 2032 of these (86%) had a C-Level attestation

• Impossible to categorize using calling/called numbers

• This scam requests a callback… so we did! “Honeypot stinger”

• We initiated 9515 calls to their caller ID from the number they dialed

• Various Pirate personalities, e.g., insulting and flirty

• 120 hours of trolling

86%

2:11 Mashup of Trolling



Conclusions

• Scammer calls come from A-Level attestations

• We can identify impersonators, scammers, and types of scams

• We need to incorporate Stir/Shaken into our product

• Impersonation scams harm 

• The subscriber

• The brand

• Perhaps soon, the carrier



Next Steps

• Large scale “honeypot stingers” to disrupt scammers

• Work towards a rapid feedback loop to identify the source of obvious scams

• Building a process to protect enterprises, subscribers, and network 
operators

• Compare with control groups that provide different answering profiles

• Partnerships
• Watching INVITEs is not enough

• Send us your unassigned numbers

• Send us your dirtiest unassignable numbers
• Understand what scams are on YOUR network

• We’ll perform a similar analysis on your traffic
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