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What will you learn from this talk?

How to collect your own data on SMS abuse

How to go from millions of SMS messages to identify phishing
campaigns and operations

Current tactics and procedures used by SMS phishing operations
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Classic SMS Phishing - USPS Package Delivery

Phishing URL

USPS mail package in the
process of transportation, due
to damage to the outer
package, address information
is lost, can not be delivered.
Please be sure to update the
delivery address information
in the link within 12 hours.

(Please reply Y, then exit the
SMS, re-open the SMS
activation link, or copy the link
to open in Safari)

The USPS team wishes you a
great day!

©Back  @Engish v @ Customer Service [ USPS Mobile

s2USPSCOM ‘o,s,
Z

Sign In To Your Accountly/

Enter Your Username and Password ©
Create a USPS.com Account to...

print shipping labels.
 Username o est a Package Pickup.

‘ ﬂ ] & ps and shop.
« mangfe oxes.

* Password  print ¢ forms online.

“indicates a required field

Already have an account? O
@ New to USPS.com?

‘ @ ‘ « file domestic claims.
o set a preferred language.

Forgot your username? @

Forgot your password? @
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Where can you find public SMS data?
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Public Disposable-Number SMS “Gateways”

“Just use one of the numbers listed below,
then select one of the numbers,
and you can see the SMS that reach that number”

: Start Your Free Trial

=
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Public Disposable-Number SMS “Gateways”

“Just use one of the numbers listed below,
then select one of the numbers,
and you can see the SMS that reach that number”

Free Oniine Phone  Home

I ————— Destination

How it works? Number

From Number Time Message

1310209XXXX 13 minutes ago You have requested to bind/update mobile number for your Garena account. OTP: 956287, To protect
your account, please do ot provide the OTP to others.

Start Your Free Trial

number.

(N ) 1416275XXXX 32 minutes ago Your Flip verification code is 70530

SMS Messages ]

1914226XXXX 30 minutes ago Sign-up verification code: 1207. Never tell the code to anyone!(Alipay)

1207424XXXX 27 minutes ago VK: 901878 - your code

Start Your Free Trial

i Timestamp

1959200XXXX 59 minutes ago Here is your PIN: 411.8#10;Please do not disclose this code to anyone &#10;Tech bit:
26NZ55X/Prz

1234900XXXX 1 hour ago Dein Tinder Code ist 601464

1209266XXXX 1 hour ago 834744 is verification code of 19282756778

= Source
@O TS B AL B BRI MR § TR numbers

1213218XXXX —

Search owner of a phone number

Enter Area Code:
{ N T 1 r 1
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Why do such websites (SMS gateways) exist?

Free phone numbers that can receive
/ SMS and show the text on the website

* YouTubeTV

DON'T SETTLE

FOR FEWER GAMES anas . o

. k Website owner serves ads to generate $S$ /
Advertisements when people visit the webpage
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Why do people use these SMS gateways?

Phone number verification to create online accounts
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Why do people use these SMS gateways?

Phone number verification to create online accounts

Generate One Time Passwords (OTPs) or One Time Codes



NC STATE UNIVERSITY WSPR

Why do people use these SMS gateways?

Phone number verification to create online accounts
Generate One Time Passwords (OTPs) or One Time Codes

Bypass geographic restrictions (create online accounts in the US
without owning a North American phone number)

10
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Why do people use these SMS gateways?

Phone number verification to create online accounts
Generate One Time Passwords (OTPs) or One Time Codes

Bypass geographic restrictions (create online accounts in the US
without owning a North American phone number)

To test SMS phishing campaigns!

11
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SMS Analysis vs. Web Analysis

Phone
Numbers

il LTE @D

USPS: During transportation,

outer packaging of the i

damaged and the addre:

i t, resulting in
er the mail

y address informati
hin 24 hours, and w

rturl.at/HuPsp?

wonderful day!

Message
Body

Image Source: https://www.reddit.com/r/scambait/comments/1eznw12/im_assuming_this_is_a_scam_right/ 12
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SMS Analysis vs. Web Analysis

Domain and URL

Phone
Numbers

il LTE @D
usps.com

< Connection security for reg.usps.com

Verified by: DigiCert Inc
USPS: During transportation, the
outer packaging of the item
damaged ar

B You are securely connected to this site. { TLS Certificate

More information

P—
Sign In To Your Account

Already have count?
TholSPS e vz you Enter Your Usemame and MY }Q New to USPS.com?
S " indicates a required field ’\ Create a USPS.com Account to.. Webpage source code
rd 6 s « print shipping labels.
- - Usemame ,

4 « request a Package Pickup.
‘ $’l‘ + buy stamps and shop.

+ manage PO boxes.

Password

 print custom forms online.

G
Message | £ ]% s
Body T %

Forgot your username? @

Sign Up Now

Forgot your password? ©

The United States Postal Service is serious about protecting your
personal information. For added security, please consider
changing your password periodically.
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Phishing websites contain invaluable clues!

Domain and URL
Domain and subdomain details
Domain age and history
Domain reputation

Domain registrar

Domain ownership

Hosting provider

0 USPS Mobie

(" TLS Certificate
Certificate issuer
s Issue date
SignIn To Your Account \_ Start date and expiration date
Already have count? e T R
nter Your Username an (0] ew to .com?
el () FSE— Webpage source code
/; s HTML, JavaScript, CSS..
| % st
Password « print custom forms online.
l @ % "o Website behaviors
= J‘/ p— Cloaking (evading detection)
); Fingerprinting visitor browsers
preriemim—
i [ and much more ]
= 14
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Defenders have an advantage on the Web!

Domain and URL

Domain and subdomain details z
Domain age and history
Domain reputation
Domain registrar
Domain ownership
Hosting provider

VIRUSTOTAL

TLS Certificate

Certificate issuer Certificate ICANN Lookup
s Issue date Transparency (WHOIS)
Sign In To Your Account Start date and expiration date
Already have count? e T R
nter Your Username an (0] ew to .com?
risk ) - Webpage source code
uuuuuuu /; e HTML, JavaScript, CSS..
i A + buy stamps and shop.

0@ « manage PO boxes.
““““““ « print custom forms online.
-] « file domestic claims. g g
l % e Web.sne behawors.
= J‘/) o~ C.Ioaklng. ({avadling detection)
Fingerprinting visitor browsers

Forgot your username? ©
Forgot your password? ©
e [ ..and much more ]

15
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Uncovering Phishing Operations from SMS Gateways

% o‘ .
) | E—
>

ALl AR AR

Identify Phishing SMS ‘%:
W~
G -
Crawl SMS Gateways Aggregate Campaigns to

Cluster Messages to Identify Uncover Phishing Operations

Phishing Campaigns

16
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Uncovering Phishing Operations from SMS Gateways

F
i H— @ g -

Aggregate Campaigns to
Uncover Phishing Operations

b

Q D
v

ALl AR AR

<

Crawl SMS Gateways

Cluster Messages to Identify
Phishing Campaigns

More than 35k phishing campaigns
and over 600 phishing operations
17
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From Campaigns to Operations

[Your USPS package is delayed] Complete the
actions here : #URL

bit.ly/3sL2 bit.ly/3
Hd2 NIKQ59

‘ SMS with a URL (message)

‘ Domain or URL (infrastructure) 18
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Dramatic increase in abuse data on SMS Gateways

View from 2015 View from 2023

8 gateways, over 1.5 years of crawling > 11 gateways, about 2 years of crawling

380k messages | > 200 Million messages

Only a handful of phishing SMS | > Average of 170 phishing SMS messages daily
About 25 phishing websites | > Around 2,800 unique phishing websites

2016 Study: “Sending Out an SMS: Characterizing the Security of the SMS Ecosystem with Public Gateways”
2023 Study: “On SMS Phishing Tactics and Infrastructure” 19



https://robocall.science/publication/sp16/
https://robocall.science/publication/sp24/
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Why do we see phishing on public SMS
gateways?

20
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SMS Gateways as Testing Grounds for Phishers

We found 45 operations (161 campaigns) that were testing
various SMS delivery routes by changing the SMS body

SMS Body #URL rxoute:[0-9]

An unusual login attempt was made on 04/06 at 16:42\nlf this was NOT you, please visit:#URL route:6

An unusual login attempt was made on 06/06 at 7:42\nlf this was NOT you, please visit:#URL route:6

An unusual login attempt was made on 04/06 at 16:42\nlf this was NOT you, please visit:#URL route:2

An unusual login attempt was made on 04/06 at 16:42\nlf this was NOT you, please visit:#URL route:3

21
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Operations test campaigns before they generate
web certificates!

We compared the timestamps of the earliest
phishing message in a campaign with the issue
times of TLS certificates

Number of hostnames

vvvvvvvvvvv
NNNNNNNNNNN
HHHHHHHH

NNNNNN

22
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Operations test campaigns before they generate
web certificates!

We compared the timestamps of the earliest
phishing message in a campaign with the issue
times of TLS certificates

Number of hostnames

We uncovered 16 campaigns that sent out test
phishing messages to SMS gateways before they
generated their TLS certificates

wwwwwwwwwww
HHHHHHHH
NNNNNN

Takeaway: By monitoring gateways, we can see | Deta time (Hour)
phishing before the victims!

23
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What Infrastructure do these Operations Use?

Hid?ng behind.redirection: Over 70% of phishing URLs second-Level | Number of Public
redirect to a different host name Domain URLS shortener?
tx[.]vc 263 No
shrtlink[.]net 173 No
Hiding behind URL shorteners: Over 600 URLs were
shortened using public and private URL shortening qi[.]lv 83 Yes
SErvices shor[.]td 70 Yes
kvo6l.]io 50 No

Caution: These domains may be malicious.
24
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Where are these phishing web pages hosted?

Number of Phishing Domains vs. Hosting Service

Most phishing websites we uncovered were hosted on
well-known public cloud providers

CloudFlare
Amazon
Google Cloud

Delis LLC

Hosting Service

Digital ocean

Cloudflare, AWS and GCP were the most popular
options, along with a long tail of other providers :

Number of Phishing Domains

25
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Brand Impersonation and Phishing

We extracted named entities (organization
names, product names, etc.)

26
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Brand Impersonation and Phishing
y

=DESS

Eb.- L

We extracted named entities (organization
names, product names, etc.)

/

The top entities mentioned were Apple, CommonwealtiEaric

CommBank, DHL, and the Australian
government, but...

87% of operations didn’t mention detectable
named entities

27
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But wait, there's more! (in the paper)

List of SMS Gateways

Deep dive into phishing kits — tools that phishers use to easily create phishing
websites

Analysis of online forums and platforms where illicit bulk SMS delivery
services advertise

..and many other interesting details

28
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RobocalleScience

On our public outreach website you will find:

PDFs of all our published work
Links to our code and dataset releases
- A handy newsletter to be informed when we put something

out
How to work with us

https://robocall.science

29
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Key Takeaways Contact

Public SMS gateways are a great resource
to gather threat intelligence about phishing
campaigns.

Sathvik Prasad: snprasad@ncsu.edu

Brad Reaves: bgreaves@ncsu.edu

Our techniques demonstrate how you can
process millions of SMS messages and

reliably uncover phishing operations. Robocal I@SCience

We highlight how phishing operations use https://robocall.science
SMS gateways to test their campaign,
employ deception to hide behind URL
shorteners and impersonate well-known
brands to trick victims.

30
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