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Disclosure
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Anything written or said in this presentation are my own views and do not 
represent the views or opinions of the Federal Communications 

Commission, the Chairwoman, or any of its Commissioners.



FCC Enforcement Bureau
Telecommunications Consumers Division

Robocall Response Team
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• The Bureau is responsible for enforcing the provisions of the Communications Act, as amended, the 
Commission’s rules, orders, and various licensing terms and conditions.

• Team robocall falls under the Telecommunications Consumers Division.
• Protecting consumers from unwanted calls, including illegal and spoofed robocalls, is a top priority.
• Common rule violations relate the following:

o Telephone Consumer Protection Act – prohibits making certain pre-recorded calls without 
consent; 

o Truth In Caller ID Act – prohibits malicious spoofing; 
o Know-Your-Customer (64.1200(n)(4)) and Know-Your-Upstream-Provider (64.1200(n)(5)) 

requirements; and
o STIR/SHAKEN and robocall mitigation plan requirements.



Two-Step Enforcement Strategy

Step 1: Disrupt Calls by Call Blocking
• Prompt action to stop extremely harmful calls 
• Cease and desist letter warning service provider
• Public Notice to warn industry and public about 

potential bad actor 

Step 2: Hold Responsible Party Accountable
• Issue citations
• Notice of Apparent Liability 
• Consent Decree 
• Forfeiture Order 
• Collaborate with domestic and foreign 

counterparts
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Discussion Overview
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• Cases are not always straightforward.
• As robocallers become more sophisticated, and as new technologies, such as 

AI generative calls, develop, we must use new and existing tools to meet those 
enforcement challenges.

• Two recent cases illustrate how we address novel issues.
o Case #1 (Lingo Telecom LLC (“Lingo”)): Addressed a provider’s non-

compliance with STIR/SHAKEN rules as it generated spoofed AI-generated 
political calls meant to influence NH primary. 

o Case #2 (Prince Anand and PZ/Illum): Led to a new way to label and target 
recidivist threat actors domestically and internationally. 



Case #1: Breaking News:
AI Robocalls Disrupt NH Presidential Primary 

This coming Tuesday is the New Hampshire Presidential Preference Primary . . . . We 
know the value of voting Democratic when our votes count.  It’s important that you 
save your vote for the November election . . . . Your vote makes a difference in 
November, not this Tuesday. . . 
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Investigative Findings
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• Caller ID displayed the number of a New Hampshire Political Operative.
• Tracebacks confirmed spoofed caller ID.
• Tracebacks showed false STIR/SHAKEN attestation. 
• Tracebacks showed the following call path:

oLingo Telecom (originating voice service provider)
oLife Corporation (call generator/dialing platform)
oSteve Kramer (client)

• AI technology from ElevenLabs used for deepfake message.



Investigative Findings (continued)
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• Steve Kramer is CEO of Get 
Out The Vote (“GOTV”).

• Kramer hired Paul 
Carpenter to create the 
message.

• Carpenter is a self-
described Magician, 
hypnotist, and escape 
artist and expert on all 
things “AI”.

• Carpenter used generative 
AI voice technology from 
ElevenLabs to make the 
messages.

Robocaller: Steve Kramer, CEO, 
Get Out The Vote

Content creator: Paul Carpenter, 
“Expert on all things AI”



False Authentication of Spoofed Calls
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• Lingo was the originating provider for the calls.
• Lingo signed Life’s spoofed traffic with an 

incorrect attestation without having 
established that Life had a verified association 
with the telephone numbers used.

• ATIS-1000074 provided several examples of 
ways to establish a verified association with 
the phone number. 

• Lingo did not have an evidentiary basis to apply 
an A attestation.

• Lingo’s incorrect attestation showed glaringly 
deficient KYC practices. 

• First case involving violation of 64.6301.



Role of KYC Practices in the STIR/SHAKEN 
Framework
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● KYC Procedures (47 CFR § 64.1200(n)(4)): providers must take affirmative, 
effective measures to prevent customers from originating illegal calls.

● KYUP Procedures (47 CFR § 64.1200(n)(5)): providers must take reasonable and 
effective steps to ensure that any provider, foreign or domestic, from which it 
directly receives traffic is not carrying or processing a high volume of illegal 
traffic.
o We do not prescribe specific standards, but the procedures must but effective. 

● A provider’s KYC practices can determine the amount of evidence available to 
substantiate an attestation level.

● Deficient procedures which result in incorrect A, or even B, attestation degrade 
confidence in STIR/SHAKEN authentication.

● Incorrect attestation can increase the likelihood that spoofed calls will bypass a 
terminating providers’ network analytics designed to block spam calls.



Lingo’s Consent Decree
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• On August 21, 2024, Lingo entered into a consent decree.
• The consent decree contained the following terms:

o A civil penalty of $1,000,000.
o Requirement to implement a robust compliance plan 

including the following:
▪ Apply an A-level attestation to calls only if Lingo 

Telecom itself has provided the originating phone 
number. 

▪ Develop enhanced KYC and Know-Your-Upstream 
provider standards with supporting records.

▪ Shall not accept payment in the form of 
cryptocurrency, gift cards, or cash to transmit or 
originate calls.



Case #2: Prince Anand and PZ/Illum
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• PZ Telecommunications and Illum 
Telecommunications (PZ/Illum) were U.S.-based 
companies that transmitted government imposter, 
credit card interest rate, and utility calls between 
August and October 2021.

• Issued cease and desist letter (CDL) to PZ/Illum in 
October 2021.

• PZ/Illum’s CEO started One Eye in October 2021.
• Started call blocking process against One Eye in 

February 2023. 
• Presence of related entities in India, UAE, and UK 

necessitated a strategy for multinational robocalling 
operations. Prince Anand, PZ/Illum CEO



New Enforcement Tool: C-CIST
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• Consumer Communications Information Services Threat (C-CIST) 
is a new designation for the worst of the worst robocallers.

• Applies to threat actors that continuously meet the following 
criteria: 

1. Use U.S. networks to perpetuate harmful schemes; and 
2. Evade liability for their actions.

• Helps enforcement efforts in three ways:
1. Heightens awareness of particularly nefarious actors; 
2. Provides our international partners with another way to 

identify known threats before they reach U.S. networks; and  
3. Provides industry stakeholders with information to fortify 

their “Know Your Customer” and “Know Your Upstream 
Provider” processes.



Royal Tiger: The First C-CIST
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• On May 13, 2024, Prince Anand, Kaushal 
Bhavsar, PZ/Illum, and One Eye, which we 
named Royal Tiger became the first C-CIST.  

• Designated a C-CIST because of Royal 
Tiger’s harm to consumers, recidivism, and 
history of enforcement actions with other 
agencies. 

• C-CIST label allows for easier identification 
of the threat these actors pose. 

• As our investigative targets use more 
sophisticated techniques, the C-CIST 
classification will be a useful tool to 
distinguish the most harmful threat actors.



Questions?
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