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This document contains BroadSoft's proposed chatmte SIPconnect recommendation for the SIPcdringéc
recommendation. BroadSoft based these proposedjeb@n internal discussions and discussions wattyrservice
providers who deploy, or who want to deploy, SIBrking services.

BroadSoft believes that this closely reflects teeds of the SIP Trunking service providers, asenddd by the
following endorsements.

Chris MacFarland: Chief Technical Officer, Paetec — McLeod
Randy Nicklas: Chief Technical Officer, XO Communications

BroadSoft looks forward to working with the SIP &orin the development of the SIPconnect 1.1 recomalatgon, and

future SIPconnect work.

Mark Enstrom - BroadSoft
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IP PBX / Service Provider Interoperability

NOTE: Document file name to be added
“SIPconnect 1.1 Technical Recommendation”

Abstract

The SIPconnect 1.0 Technical Recommendation odtlihe basic requirements to enable a direct IPipgeetween a
SIP-enabled Service Provider network and a SIP{eddinterprise Network for the purpose of origingtand/or

standards that must be supporteutiprovides guidance in areas where the standarfisteltiple implementation [ Deleted: <

options_S|Pconnnect L gpecifiel a minimal set of capabiliies that should be supgbby the Service Provider and ey e

Enterprise network& his Technical Recommendation builds on the foundairovided by SIPconnect 1.0 by extending~ - { Deloted
eleted: s

A

it to include a number of areas of inter-workingttivere omitted from the first version. Where Siffrect 1.0 focused
primarily on basic network registration, identitsif@cy management, call originations and call teatibns — this version
will provide additional guidance on advanced sexvitter-working — including, but not limited to, izemail, call

transfer, caller id, etc.

NOTE: SlIPconnect 1.1 effectively obsoletes SIPeahi.0. Where appropriate, recommendations flmnfitst version
have been left unchanged. Note however that soodffications to prior recommendations have beenentmbsed on
experience and feedback gathered through adoptiStPaonnect in the industry.

Status of this Memo

NOTE: Status to be added.

Disclaimer

The SIP Forum takes no position regarding the il scope of any intellectual property or othights that might be
claimed to pertain to the implementation or ustheftechnology described in this document or thergxo which any
license under such rights might or might not belalike; neither does it represent that it has nadeeffort to identify
any such rights. Information on the SIP Forum’scprures with respect to rights in SIP Forum Reconafations, both
drafts and final versions, or other similar docutagon can be found in the SIP Forum’s current aelbntellectual
property right Recommendation. Copies of claimgglits made available for publication and any amsces of licenses
to be made available, or the result of an attengaterto obtain a general license or permissiorhi@iuse of such
proprietary rights by implementers or users of #iscification can be obtained from the SIP Forum.

Changes

Prior to final presentation of this document to i Forum Board of Directors, the Working GroupaCisubmitted one
change that, while minor, he viewed as necessanmgaiatain compatibility with initiatives in the |IETthat have emerged
since this document entered Proposed Recommendsdtitus. Details of this change can be found ti&e 18 of this
document
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cComMPLIANT

SIPconnect and SIPconnect Compliant are certiioatiarks of the SIP Forum. Implementers who wasbetrtify their
products and services as SIPconnect Complaint map dinder the SIPconnect Compliant program oftReForum.
To learn more about this opportunity and obtaireptiseful information about SIPconnect, pleasé visi

www.sipforum.org/sipconnect.
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1 Introduction

The deployment of IP PBXs among Enterprises afiaés is increasing rapidly. Additionally, SIP,S®ssion Initiation
Protocol, is fast becoming the dominant industapdard. Many new IP PBXs support SIP phones anddsitihg
between one or more PBXs. Deployment of SIP infuastire by Service Providers is also increasiniyedrby the
demand for commercial VolIP offerings. The resulthafse parallel deployments is a present needrectdP peering
between SIP-enabled IP PBXs and SIP-enabled Sdpvimaders.

Currently published ITU-T Recommendations and IRIFCs offer a comprehensive set of building blotld tan be
used to achieve direct IP peering between SIP-eddB! PBX systems and a Service Provider’s SIPledatetwork.
However, due to the sheer number of these standaisnents, Service Providers and equipment matuiéas have no
clear “master reference” that outlines which stadsl¢hey must specifically support in order to eassuccess. This has
led to a number of interoperability problems and hanecessarily slowed the migration to SIP aswephent for
traditional TDM connections.

This SIP Forum document aims to address this idaughort, this document defines the protocol suppmplementation
rules, and features required for a predictableaperable scenario between SIP-enabled IP PBXSHh@nabled
Service Providers. Note that this document doepreatiude or discourage the negotiation

of additional functionality.

This document restates and in some cases updagreagbf jmplementation guidandeund in version 1.0ncluding; - [ Deleted: € specific }
) \‘\\ { Deleted: where this document provide}s
» Specification of a reference architecture that diess the common network elements necessary faiicgeProvider \{ peleted: ¢ ]
to IP PBX peering for the primary purpose of PSEN origination and termination.
» Specification of the basic protocols (and protadkensions) that must be supported by each eleofi¢ée reference
architecture.
« Specification of the exact standards associateud thése protocols that must or should be suppdbsteghch element
of the reference architecture.
¢ Specification of standard methods for negotiatimgqrols, protocol extensions, and exchanging dépab
information between endpoints.
« Specification of methods of formulating protocolssages where multiple legitimate implementatiomonistexist.
« Definition of an authentication scheme that prosidser security and billing traceability to a seBinterprise.
¢ Specification of minimum requirements and consemsethods for codec support, packetization intenais
capability negotiation.
¢ Specification of a consensus method for handlimgafed modem transmissions.
» Specification of minimum requirements and consemnsethods for handling echo cancellation.
« Specification of a consensus method for transppBIMMF tones.
¢ Specification of a consensus method for conveyiaffi¢ priority to the Service Provider in orderéoable proper
QoS delivery.
« Specification of a basic set of guidelines for ifgeing with an IP PBX when Network Address Tratista and/or
packet filtering devices are utilized in the comications path.
« Definition of a basic security model based on éxgsstandards to authenticate and authorize uiitiaaf the
Service Provider’s resources by an IP PBX.
This document provides additional implementatioidgnce related to service inter-working, including:
+__Voicemail Deposit <~~~ { Formatted: Bullets and Numbering |
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* Message Waiting Indications

+_Transferand Forwardingcenarios < { Formatted: Bullets and Numbering |

« Calling Line Identity Presentation +~ -~ { Formatted: Bullets and Numbering |
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2 Conventions and Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHAL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this docun are to be interpreted as described in RFC 2119 [

3 Reference Architecture

The following reference diagram outlines the comrhwnctional elements required to support the iategfspecification
outlined by this document. It is important to nttet this specification treats these elements parate physical
components for the purposes of illustration ortlys perfectly acceptable for an equipment manufactto combine one
or more of these functions into a single physiealice.

For example, a manufacturer may choose to integinat&IP Proxy Server function with the IP PBX fiioic whereas
another manufacturer may choose to integrate theP8bxy Server, IP PBX, and Firewall functions.Bot
implementations (as well as other combinationsabi@rare equally conformant as long as they fulljexe to the
individual rules governing each of the integratedctions.

Signaling
Gateway

Trunking

Gateway Firewall Firewall

SIP Application Server SIP Proxy Server SIP Proxy Server
IPV4 Network IPV4 Network IPV4 Network
Service Provider Network Enterprise Network
---------------- sIP _ . =— . = . = SS7
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NOTE: Suggested Modification for Version 1.1 Although it is good to have a reference architetin the context - [ Formatted: Font: Bold }
of the specification — | think it is difficult tanipose requirements on each of the components iidlygeam above — since
every implementation may have a slightly differeatwork architecture. For instance — not evenekntse Network

will have a SIP Proxy and a IP PBX — some will haust an IP-PBX managing phones — some may just ha Proxy

with a bunch of IP phones — and this would nedoketsupported as well.

SIPConnect 1.1 should be limited in scope to degirihe interface between the edge of the “Enteg¥istwork” and the
edge of the “Service Provider Network” — and najuieements on the specific network elements ineeittetwork All - {Deleted: . ]

the annotations/changes | have made, and spelsifarajthing that is normative, are based on thésiaption. In this
context the “blue tube” abovs SIPConnect — and that’s all the specification thdefine.

. { Deleted: ]
4 pefl nitions o ‘[ Formatted: Bullets and Numbering ]

IP PBX (PBX) — The IP PBX constitutes an Enterprise’s collecténetwork elements that provides packetized voice
call origination and termination services using &lPsignaling and RTP for media traffic. The défon of an IP PBX

for the purposes of this specification includes drgrd wired” (physically connected) phones as wasliny IP Phones
under the IP PBX System’s control (see “IP Phoretdw).

IP Phones —P Phones are devices that are capable of origgnanhd terminating packetized voice calls usirgy th
Enterprise’s IP PBX. For the purposes of this dftion, IP Phones are considered part of theBR Bystem itself and
are therefore subject to the same overall requinésne

SIP Application Server (SAS) -The SIP Application Server is a server or groupasers within the Service Provider’'s
network that provides PSTN call origination / tenation services to Enterprises using SIP.

SIP Proxy Server (SPS) The SIP Proxy Server is a server or group of sertfet provides SIP message routing and
TLS termination services at the Service Providel Bnterprise network edges.

Signaling Gateway (SGW) -The Signaling Gateway performs translation of Sffhaling to SS7 signaling.

Trunking Gateway (TGW) — The Trunking Gateway interfaces with PSTN switctied converts packetized voice
samples to TDM voice samples.

Firewall — The Firewall provides packet filtering and genedurity services at the Service Provider andrarige
network edges.

Interactive Connectivity Establishment (ICE) —ICE provides a mechanism for NAT traversal usiagous techniques
such as STUN and TURN. In particular, it is usedltow SIP-based VolP clients to successfully tragghe variety of
NAT types that may exist between a remote useaametwork.

Simple Traversal of UDP over NATs (STUN) -STUN allows clients behind NAT (or multiple NAT&) determine its
public address, the type of NAT it is behind anel lthternet-side port associated by the NAT witlagtipular local port.

Traversal using Relay NAT (TURN)— TURN allows clients behind NAT (or multiple NAJT® receive incoming data

over TCP or UDP connections. It is most commonkdur elements behind symmetric NATs or firew#iiat wish to
be on the receiving end of a connection to a sipgks.
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Application Layer Gateway (ALG) — An Application Layer Gateway (ALG) modifies IBdresses and port numbers
inside the payload of IP packets even when thespanding IP packets are not addressed to the BLRALGs do not
follow the rules necessary to conform to any SIBE,for example, most SIP ALGs do not insert a ‘Migeader.

IPv4 Network — The IPv4 network constitutes a combination efphysical and logical elements (i.e. circuits teos;
switches, etc.) required to route and/or switchdlBackets between the Service Provider and Enserpetwork edges.
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5 Key Assumptions and Limitations of Scope

This recommendation lists a number of IETF and MMpecifications that should be utilized to meetquirements for
interconnection between a Service Provider andraarfrise IP PBX. Note that it is not a profileRIP. Users of this
recommendatioMUST NOT assume that a particular feature or option listedhandatory in this document is supported
by another user. Instead, all normal SIP extenai@hnegotiation mechanisms (e.g. Supported, Recimv, etc.)

MUST continue to be used. Failure to do this will Ieadhteroperability problems.

The following key assumptions have been made weifards to this interface specification:

1. The primary service to be delivered over this ifiaee is audio-based PSTN call origination and/onteation.
The delivery of any other service (e.g. video-basaices, instant messaging, etc.) is out of scope

2. All mandatory reference architecture elements $ieekcior the Service Provider and Enterprise Neksare in
place and operational.

3. Signaling considerations between the SIP ApplicaServer, Trunking Gateway, and Signaling Gateisay
outside the scope of this document.

4. Signaling considerations between the IP PBX andrdimterprise devices (e.g. IP phones) is outsidestope of
this document.

5. The Service Provider and Enterprise each operdiécpuaccessible DNS servers that are authorigsfibr one or
more Internet domain(s). Alternatively, the Sernirevider may delegate a sub-domain from its dorfainse
by the Enterprise.

6. The Enterprise network is assigned a minimum of ©ri&4 address, which is routed on the PSTN t&theice
Provider’s Signaling Gateway.

7. Emergency calling issues, for example routing titonal emergency numbers such as 911, 112, 99M)®r
issues related to SIP endpoint mobility, etc. antside the scope of this document.

8. Layer 3 network design, QoS considerations, andgorditions (e.g. RSVP) are outside of the scoptaisf
document

9. Element management, network management, netwoukise@nd OSS considerations are outside the sobpe
this document.
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6 Standards Support

The interface specification described by this doenmequires network element support (as outlireldvig) of the
functionality detailed in the following standardscdments:

LEGEND

M MANDATORY (Send and Receive)

R RECOMMENDED (Send and Receive)
R(RO) RECOMMENDED (at minimum to Receive)

- NOT REQUIRED / NOT APPLICABLE

Standard 1D Description SAS PBX SPS
Rec. E.164 [2] ITU-T Recommendation E.164: Therimaional public M M -
telecommunication numbering plan
RFC 2246 [3] The TLS Protocol Version 1.0 - - M
RFC 2833 [7] RTP Payload for DTMF Digits, Telephdfgnes and Telephony - M -
Signals
NOTE: Should we add “RFC 4733” here as well? <~~~ { Formatted: Normal
RFC 2782 [6] A DNS RR for specifying the locatiohservices (DNS SRV) - - M
RFC 3261 [8] SIP: Session Initiation Protocol M M M
RFC 3262 [9] Reliability of Provisional ResponsesSiession Initiation Protocol M R -
(SIP)
RFC 3263 [10] = Session Initiation Protocol (SIP)chting SIP Servers M M M
RFC 3264 [11] = An Offer/Answer Model with Sessiondbeption Protocol (SDP) M M -
RFC 3311 [12] The Session Initiation Protocol (SUI®DATE Method M R -
RFC 3323 [13] = A Privacy Mechanism for the Sessigtidtion Protocol (SIP) M R M
RFC 3324 [14] = Short Term Requirements for Netwosdsérted Identity M R M
RFC 3325 [15] Private Extensions to the Sessidmtion Protocol (SIP) for Asserted M R M
Identity within Trusted Networks
RFC 3489 [16] STUN - Simple Traversal of User Datag Protocol (UDP) Through - R -
Network Address Translators (NATS)
RFC 3581 [18] @ An Extension to the Session InitiatRrotocol (SIP) for Symmetic R =~ R = M - { Deleted: v
Response Routing
NOTE: Suggested Modification for Version 1.1- Suggestion to <~~~ { Formatted: Normal
relax this requirement for SAS to an “R” insteadtdd “M”
requirement in 1.0. This is primarily required fedge to edge” inter-
working — which will be transparent to the SAS.
RFC 3725 [19] Best Current Practices for Third y?&all Control (3pcc) in the M R (RO) -
Session Initiation Protocol (SIP)
RFC 4028 [21] Session Timers in the Session liwtalProtocol (SIP) R R -
RFC 4244 [22] @ SIP Request History Information M M - __ - { Deleted: R
RFC 3326 [23] ' The Reason Header Field for the Session Initigfiatocol (SIP) = = M | M, - < ‘{Formatted: Font: (Default) Times
N New Roman, 11 pt
RFC 3515 [24] | The Session Initiation Protocol (SIP) Refer method M R M h { Deleted: R
RFC 3842 [25] = A Message Summary and Message Waiting Indicati@entgyackage =~ RO RO M T | Deleted: R
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| for SIP
| RFC 3265 [26] @A SIP Specific Event Notification Framework RO RO M

NOTE: Suggested Modification for Version 1.1- As suggested above, | would recommended weli§yntipis table to
have one column for the Enterprise Network andemhemn for the Service Provider Network.

Copyright 2007 Page 13 of 35



SIP ) (Editor)

SiP (Editor)

7 Locating SIP Servers

NOTE: Suggested Modification for Version 1.1 | think the requirements in section 7 shouldriweed later in the
document as they are better covered in the confesfiecifying the requirements for incoming andgoirig calls.

7.1 Enterprise Requirements

The EnterpriséMUST ensure the existence of a publicly-accessible B&tSer that is authoritative for its domain (or a
sub-domain delegated by the Service Provider ferhysthe Enterprise). This DNS ser&HOULD support NAPTR
resource records adMUST support SRV resource records.

Calls that are to be routed to the Service Protsdetwork for terminatioMUST be sent to the Enterprise SIP Proxy
Server.

Enterprise SIP Proxy Serve#JST utilize DNS NAPTR and SRV queries as describedmCR263 [10] to determine
the IP address, transport protocol, and port nurabttte SIP Proxy Server(s) associated with theiSeProvider's
domain name.

The PBXMAY register a contact address against one or mar®wg SIP URIs with the Service Provider’'s SIP
Application Server. These URMUST be associated with the Service Provider's domesivin.

. B { Deleted: 1 }
7.2 Service Provider Requirements R [ Formatted: Bullets and Numbering ]

The Service ProvidévlUST operate a publicly-accessible DNS server thattisaiative for its domain. This DNS
serverSHOULD support NAPTR resource records aMdST support SRV resource records.

Though not required, it RECOMMENDED that Service Providers deploy redundant SIP P8mtyers to service
customer traffic. If redundant servers are deplotteel Service ProvidevlUST utilize the mechanism outlined in RFC
2782 [6] to return a prioritized list of contacfanmation for the SIP Proxy Servers in DNS SRV tese records
associated with the Service Provider's domain name.

Calls that are to be routed to the Enterprise’svagk for terminatiorMUST be sent to the Service Provider’'s SIP Proxy
Server.

Service Provider SIP Proxy Servé&JST utilize DNS NAPTR and SRV queries as describeBRC 3263 [10] to
determine the IP address, transport protocol, andnumber of the SIP Proxy Server(s) associatéid thie Enterprise
network’s domain name.

SIP Application ServersIUST be prepared to accept (MUST NOT require) registrations for any valid URI that the
Service Provider has assigned to an Enterprisa.ifitérface specification does not define any djpegction that is
triggered by a successful registration; howeverpresible use of this information might be to updaDNS entry
associated with the PBX in a DNS zone managed éB#rvice Provider.
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8 Signaling Security

SIP Proxy ServeSIUST support Transport Layer Security (TLS) as desdribeRFCs 2246 [3] and 3261 [8].

All SIP signaling exchanged between the ServiceiBen and Enterprise SIP Proxy ServBfdST be secured using
TLS.

The TLS connectioMUST be able to be established by both the Serviceitkros and Enterprise’s SIP Proxy Server.
SIP Proxy ServerIUST utilize a verifiable digital certificate to secutee TLS session.

SIP Proxy ServerSIUST use canonical hostnames in any 'Via:' and/or ®08tP header field that it inserts in the SIP
message.

Certificates used to establish a TLS connediiWST be verified andMAY be validated. Verification steps include
verifying that the certificate has not expired ttthee issuing certification authority is one th®$roxy Server trusts, and
finally that the subject of the certificate matcltes host portion of the target URI. Validationpsténclude checking the
status of the certificate as well as the statw|dhe certificates in the certificate chain usbBLs or other mechanisms
such as OCSP.

Enterprise certificates that are not signed bystéd third party certification authority (i.e.fsgigned certificatesMAY
be used if permitted by the Service Provider’s lesegurity policy. Service Provider certificat8slOULD be signed by a
third party certification authority.

9 Firewall and NAT Traversal

Any IP address contained within the headers angagesbodies (e.g. SDP) of SIP messages exchantyeechehe
Service Provider and Enterprise netwokkdST be a publicly routable address.

This requirement implies that any “fix up” funct®required for NAT traversal have already beengueréd either by
the device originating the message (e.g. using STURN/ICE, static configuration, etc.) or by anatimetwork element
(e.g. SIP-aware firewall, Session Border Controkc.) before the message is permitted to exiStrwice Provider /
Enterprise network edge.

SIP intermediarieMUST NOT modify IP addresses or port numbers in the bodyamtact header of any message if any
of the following are true:

« Any "application/sdp" body in the message contaimg "a=candidate:" lines (indicating use of the ICE
extension)
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» All the "c="lines in any "application/sdp" bodiesntain only public IP addresses (indicating thratther
element has already ensured the addresses arettorre

10 Authentication and Accounting

10.1 Authentication of the Enterprise by the Servic e Provider

Authentication of the Enterprise by the Servicevitter can be performed in one of two ways. PBX aysMUST
implement Option 1 anMAY implement Option 2.

SIP Application ServerIUST support both Option 1 and Option 2 in order toueasnteroperability with all PBX
systems.

NOTE: Suggested Modification for Version 1.1 Option #1 is mutual TLS - how many networks vabacttually meet
this requirement today? Suggestion is to revdrsdase requirements :

1) Digest Authentication — MUST <+~ - - { Formatted: Bullets and Numbering |

2) Mutual TLS - RECOMMENDED D ‘[Formatted: Indent: Left: 0.25" ]
L { Deleted: 1 ]

10.1.1 Option 1: Authentication using TLS Credentials .-~ { Formatted: Bullets and Numbering |

The first method relies on authorization of thenidty asserted by the Enterprise’s verified cegtife used to establish the
TLS connection with the Service Provider’s SIP Br&erver.

This model requires that the Service Provider's Bi&xy Server and SIP Application Server be capabéxchanging
authorization, accounting, and usage informatioma @er-call basis in order to ensure completenigiltraceability
through the network. When this model is utilizedprmation identifying the Enterprise is extractesin the Enterprise’s
certificate (for example, domain name) by the SI&x¥ Server and conveyed to the “downstream” deaikeecessary.
(It is out of the scope of this interface spectiima to specify the actual mechanism used to cotthisyinformation

within the Service Provider's Network.)

NOTE: Suggested Modification for Version 1.1 Again, would suggest we modify this to spedifg requirements for
the respective networks -- not the network elesargide them.

10.1.2 Option 2: Digest Access Authentication
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The second method of authenticating an Enterptibeas the digest authentication scheme as desttiib section 22.4
of RFC 3261 [8]. In this model the Service Providssigns the Enterprise Network a username anevpesdgreferred to

as a “Network Account” hereafter) that is valid it the Service Provider's domain (realm). It igportant to note that if

the digest authentication scheme is employed,@sdmt eliminate the requirement to utilize TLSA®xn the Service
Provider and Enterprise Network SIP Proxy Servers.

When this model is employed, the following rulesstibe observed:

1. When processing an INVITE request from an unautbated PBX, the SIP Application ServdtST challenge«- - -
the message, only accepting authentication creasrttiat are valid within its realm.

2. When processing a REGISTER request from an unatitheed PBX, the SIP Application ServdtJST N
challenge the message, only accepting authenticatedentials that are valid within its realm. h

3. When challenged by the SIP Application Server RBX MUST respond with authentication credentials thatare
valid within the Service Provider’s realm (i.e. thetwork account username and password suppli¢aeby "
Service Provider). 0

4. In order to avoid unnecessary challenges, the BBRULD include its authentication credentials using the <«

current nonce in each request sent to the SIP éqtin Server.

10.2 Authentication of the Service Provider by the Enterprise

Authentication of the Service Provider by the Epttise is not explicitly required by this interfaggecification, however
itis RECOMMENDED. . If the Enterprise chooses to do siVilIST be performed using the identity conveyed in the
certificate used by the Service Provider's SIP Rr8grver to establish the TLS connection with théeEprise Network’s
SIP Proxy Server.

s

N
N
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D ‘[Formatted: Normal

For the purpose of this specification, an enteepcesn have one or more “Public Identities” assediatith their
SIPConnect service. A public identity is simplglabally routable SIP Address-of-Record. A pulidientity can be
represented as either a tel-uri (E.164 format) 8ifaor SIPS URI (ie. sip(s):user@host format)l pAblic identities are
owned and allocated by the corresponding Servioeiter Network. An Enterprise Network is assigioe@é or more
public identities by the Service Provider throughracess outsi&#le scope of this document.

In order to receive SIPConnect services, this §igation requires that each Enterprise Network MUfiVe a “Main
Public Identity”, and MAY have zero or more “Altexte Public Identities”. All traffic between therSice Provider
Network and the Enterprise Network (ie. incomingpotgoing calls) must be associated with eitheiMiaeé Public
Identity or one of the Alternate Public Identities.

The “Main Public Identity” is recognized by the Siee Provider Network as the default identity foe tEnterprise
Network. When no alternate identity is preferfedallowed), the main public identity is used.
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“Alternate Public Identities” are used in conjunctiwith delivering Direct Inward Dial (DID) and Rict Outward Dial

services (DID) described in the sections bglow. - { Deleted: 1
12 Binding Enterprise Public Identities to Enterprise Networks " { Formatted

In order to receive an incoming call on either ii@n public identity (ie. the “main line”), or amy the alternate public

)
)
: Bullets and Numbering J
J

: Font: Bold

public identity and the Enterprise Network. Thisding is called the “Main Contact Address” — aedalves to a
specific transport, port and IP address on therfrge Network. The “Main Contact Address” canbeeind to the
“Main Public Identity” statically, through provisning in the Service Provider Network — or dynarycahrough the
SIP REGISTER process described in RFC 3261 [8].

Similarly, “Alternate Public Identities” can havesir own respective bindings, referred to as “Alsge Contact
Addresses”, that can be established staticallyutfingrovisioning, or dynamically through the SIPGRRETER process
described in RFC 3261 [8]. If an explicit bindiisgnot established statically or dynamically, thiea Alternate Public
Identity will automatically assume an “implied bind” — which is the same as the Main Contact AdslréEBhe implied
binding will be used if no explicit binding is alatile for the Alternate Public Identity.

-

- ‘[Formatted:

Heading 2 ]

12.1 Static Binding of the Main Public Identity "~ { Formatted:

Bullets and Numbering ]

A static binding for the Main Public Identity iseated by manually provisioning the contact addoesthe Service
Provider Network. The contact address takes offioitme of a SIP or SIPS URI as per REC 3261 [8].

If static bindings are used, then the EnterpriseMdek MUST ensure the existence of a publicly-accessible B&t8er
that is authoritative for its domain (or a sub-dondelegated by the Service Provider for use bygherprise). This
DNS serveiSHOULD support NAPTR resource records aMdST support SRV resource records.

7 - {Formatted: Font: Bold ]
Service Provider NetworkUST utilize DNS NAPTR and SRV queries as describeRBC 3263 [10] to resolve the IP
address, transport protocol, and port number assativith the Enterprise’s domain name.

" ‘[Formatted: Bullets and Numbering ]
12.2 Dynamic Binding of the Main Public Identity
A dynamic binding for the Main Public Identity cbe established through the registration processithesl in RFC 3264 - - {Formatted: Normal ]
[8L.
If dynamic binding is used, then the Enterprisewtek MUST support sending a REGISTER request for the Main__ _ - { Formatted: Font: Bold )
Public Identity as per RFC 3261 [8]. The From @ncheader of the SIP REGISTER evpiiST included the Main { Formatted: Font: Bold )
Public Identity. The Request-URI MUST resolvette publicly addressable domain of the correspon8eryice
Provider’s SIPConnect service.
The Enterprise NetworkUST utilize DNS NAPTR and SRV queries as describedCR263 [10] to resolve the IP
address, transport protocol, and port number oa#iseciated with the Service Provider's domain name
The Service Provider NetwoMUST support receiving a REGISTER request from the fpnise Network. The Service _ - {Formatted: Font: Bold ]
Provider NetworMAY challenge the REGISTER request to authenticatectiigest. The Enterprise NetwdbJST {Formatted: Font: Bold ]

respond to the challenge with corresponding créalsrdssociated with the Enterprise SIPConnectuattco
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12.3 Implied Binding of Alternate Public Identities " { Formatted: Heading 2 )

An Enterprise Network may be assigned one or mieeenate public identities by the Service ProvidBy default, the
Service Provider Network MUST consider all Altem&ublic Identities to have an implied binding tisathe same as the
Main Contact Address.

- {Formatted: Bullets and Numbering J

«—

12.4 Dynamic Binding of Alternate Public Identities

A dynamic binding for the Alternate Public Identisn be established through the registration peodescribed in RFC
3261 [8]. If a dynamic binding is established dorAlternate Public Identity — it takes precedenwer the implied

binding.

The Enterprise NetworllAY support sending a REGISTER request for one or iAttegnate Public Identities as per

RFC 3261 [8]. The From and To header of the SIBRHER evenMUST included the corresponding Alternate Public

Identity. The Request-URMIUST resolve to the publicly addressable domain ofttireesponding Service Provider's - {Formatted: Font: Bold ]
SIPConnect service.

The Enterprise NetworkUST utilize DNS NAPTR and SRV queries as describedCR263 [10] to resolve the IP
address, transport protocol, and port number oa#iseciated with the Service Provider’'s domain name

The Service Provider NetwoMUST support receiving a REGISTER request from the fpnitee Network on an
Alternate Public Identity. The Service Providertiark MAY challenge the REGISTER request to authenticate the
request. The Enterprise NetwdvRJST respond to the challenge with credentials assetiatth the Enterprise - {Formatted: Font: Bold ]

SIPConnect account. Note that these credentialy/pically the same credentials used to authestibe registration of
the Main Public Identity.

. { Formatted: Normal
e {Formatted: Font: Italic

Formatted: Normal
NOTE: Updated from original proposat After some feedback and further research —thosebelow was updated to , / , {[De:eted ” m
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13 Incoming Calls from the Service Provider to the Enterprise

o U

reflect using the loose routing method. ,

< ///{ Formatted: Font: Bold
Incoming calls from the Service Provider Networkhe Enterprise Network can be addressed to eitieeain Public /,// Deleted: <#>Calls to the Main
Identity or to one of the Alternate Public Idemiti Typically, calls sent to the Main Public Idgnére terminated by an 1/, S;f:'fcﬂ']‘;eg;}yl 10 a Main Public
auto attendant or front desk operator on the PBXthan transferred within the enterprise to a peextension. Callsto 1/, Identity, then the Service Provider
Alternate Public Identities are usually routed by PBX directly to a specific user station — bypasthe attendant or /,’,f Network MUST populate the

I, Request-URI and To header using
It the rules in this section.{

{Formatted: Heading 2

operator — this is commonly referred to as “Dirddieward Dial” service.

!
I
This specification relies on using the loose rautimodel for terminating callsThis section describes guidelines for u'

populating the Request-URI, Tromand routeheaders for new dialog INVITE request sent from3kevice Provider //, / {Eﬁt',ﬁ?’];’;ni‘.’t;w"s to the Main

”””””””””””””””””””” {Formatted Font: Bold
13.1 Populating the Request-URI header , {Deleted Main Contact Address

The Serwce PrOV|der NetwoMUST populate the Request URI of the INVITE with fhetual destination |dent|tv for // {Deleted for the Enterprise Network

o L

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, - - Deleted: has been dynamically

“ registered as
INVITE sip:+15555551212@erviceprovider.natser=phone SIP20 AN 15‘;?1:::555551212@123-123-123-1?“5 r
{Formatted Normal ]
{ Deleted: 123.123.123.1 ]
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13.2 Populating the To header ) {gst',ﬁgelg;:t’i;yca"s to the Main J
The Service Provider NetwoMUSY populate the ‘To:’ field witfthe actual destination identity for the call -the gqaln/ - {Fo matted: Heading 2 )
line identity or one of the alternate identitigs. d acing
”””””””””””””””””””””””””””””” ‘[Deleted th }
To: <sip:+15555551212@serviceprovider.net;user=phone> {Deleted e ]
« Deleted: Main Public Identity of the
13.3 Populating the Router header \ Err:ter;:)rki)seI Network. An example is
The Service Provider NetwoMUST employ the loose routing model as described in BE6L.,The Service Provider . St
NetworkMUST populate thiRouter headgr witthe correspondingontacjaddressor thedestination Enterprise Public, T?ﬁéﬁﬁ?ﬂéﬁﬁﬁs 1o an Alemate J
Identity. Jf the destination Enterprise Public Identity is thaiMPublic Identity, then the *Main Contact Addreskould | W { )
be used.If the destination Enterprise Public Identity is/lternate Public Identity, then théfternate Contact Address) " . [ Formatted: Bulkts and Numbering
should be used. If no “Alternate Contact Addressipeen established (through static provisioning oragiyic =~ \o\ \{ Formatted: Font: Bold )
registration as described in section 12), ther{ithplied) Main Contact AddregdUST be used. An example 7|sfsfhfoyvn‘m\ Deleted: 1 _
below where the Main Contact Address is being used: \\s\\\\ If the call is to an Alternate Public
W Identity, then the Service Provider
1 "\::\\\ NetworkMUST populate the Request-
Route 123.123.123.1, \\‘:‘\\\\\ URI and To header using the rules in this
’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’ h N ‘\\\‘\\‘\ section. |
<« " | <#>Populating the Request-URI
13.4 Populating the From Header M \\‘\“\::‘\\\\ header for calls to an Alternate
M \\‘:\n \\\ Public Identity
i
If the caller has supplied their E.164 addressdadahot request calling number privacy, Servicevitter Network w‘ { Deleted: Request-URI of the INVITE ]
MUST populate the ‘From:’ field with the E.164 addre$she PSTN caller + Service Provider domain namshewn ‘“\‘\.m \{ Deleted: with ]
below. If any display name information is availabted has not been restricted for deliverBHOULD also be m\\ ”\\ { Deleted: Alternate Contact )
provided. \‘“\\\ i \{ Deleted: Address )
hn .
From: "Acme Rockets" <sip:+15616261234@servicepurs.net;user=phonexag=5320917 t\w“” \[ Deleted: Enterprise Network )
\ \.\ “{ Deleted: . }
If the caller has not supplied their E.164 addmrdsas requested calling number privacy, the fabhawanonymous URI \,w\\[ Deleted: no explici ]
MUST be populated in the ‘From:’ field: ‘ \‘]Q\\‘[ Deleted: has )
Il . .
From: "Anonymous" <anonymous@[domain name]#ag=0728361 \ \\[ Formatted: Font: Bold )
{ Deleted: INVITE ]
14 Outgoing Calls from the Enterprise to the Service Provider \ \ \\(De'ete& Sip:+15555551212@ )
7777777777777777777 | .. —
Outgoing calls, originating from the Enterprise Wetk towards the Service Provider NetwddkJST assume an |dent|t¥ [ Deteted: ;user=phone siP2.0 )

-- either the Main Public Identity or one of thetékhate Public Identities -- so the Service Pravietwork can apply ) | [ Deleted: <#>Popuiating the To

X
appropriate calling restrictions and any otheringdtjon services. ‘\\ | gﬁiﬁgﬁ;‘;ﬁ,@"ﬁ foan Alternate
“ \\ ‘( <#>The Service Provider _Netwqu
When calls are originated from extensions on th¥ Bt do not have an assigned public numbertfiy tlo not have an| ’ﬂ”ﬂ p°P;“a;e gl‘.e ‘ILO:'tf.'e'de‘t’;:h
assigned Alternate Public Identity) then the EmisepNetwork MUST use the Main Public Identity toginate the call. .\, | E,ie,p?i?eaﬁemuorﬁ Ain;;};ﬁweeis
o shown below:{

When a call is originated from an extension onRB&X that has been assigned a public number (iAltamated Public

V| <#>To:
. " . - . . . V1] <sip:+15555551213@serviceprovid
Identity), then the Enterprise Network MAY use ttgresponding Alternate Public Identity to orig#tte call. This is \““\ | er.r?et;user:phone>'ﬂ P
. . \
commonly referred to as Direct Outward Dial (DOD). | \{ Formatted: Bullets and Numbering ]
Il
This section describes guidelines for populatirgRequest-URI, To and From headers for new didddgTE requests N :]Je'emd' !
sent from the Enterprise Network to the Servicevidler Network. It also specifies how the P-Preddridentity and P- M

\
Asserted-ldentity can be used by the Enterprisevbigt to request that a specific calling line id axalling name be used \\{ Formatted: Bullets and Numbering ]

[Formatted: Font: Bold
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when presenting the call to the remote party —essribed in RFC 3325 [15] All other headers i tKVITE MUST
comply with RFC 3261 [8]

" {Formatted: Bullets and Numbering ]

14.1 Populating the From header for Calls from the Main Public Identity

I the call should be treated as a call from therVRublic Identity — meaning the Service Providetwork will apply the - - - { Formatted: Indent: First line: 0" |
main line calling restrictions and origination sees — then the Enterprise NetwdkJST populate the From header
with the Main Public Identity:

From: <sip:+15555551212@serviceprovider.net;user=phone>

D ‘[Formatted: Bullets and Numbering ]

Copyright 2007 Page 21 of 35



(Editor)

(Editor)

P { Deleted: ‘To:’ Field

14.2 Populating the From header for Calls from an Altern ate Public Identity -

If the call should be treated as a call from thieedklate Public Identity — meaning the Service RtewNetwork may
apply alternate calling restrictions and originatgervices — then the Enterprise NetwbtdST populate the From
header with the Alternate Public Identity:

From: <sip:+15555551213@serviceprovider.net;user=phone>

-« - { Deleted: <#>

14.3 Populating then Reguest-URI )5\\ ‘[Formatted'

: Heading 2

This interface specification provides two methofis@mmunicating the address to the Service Provigwork. The \{Forma“ed

: Bullets and Numbering

(D N

Enterprise NetworlfMUST implement at least one of these options. The Semirovider NetworfMUST support both
methods in order to ensure interoperability withP&8 X systems.

- ‘[Formatted:
P

Bullets and Numbering

14.3.1 Option 1: SIP URI

INVITE <sip:[dialed digits] @[Service Provider Domain Nameker=phone> SIP/2.0

_- { Formatted:
e

Bullets and Numbering

14.3.2 Option 2: tel: URL

INVITE <tel:+[E.164 Address]> SIP/2.0 .- { Formatted:

Font: Italic

14.4 Populating the To Header W | osn

N

- ) ‘{ Formatted:

Normal, Indent: Left:

The To headeMUST adhere to the same formatting rules as that oRbguest-URI:’ field described in section 14.3 \\\{ Formatted:

Heading 2

—ab OVE. { Formatted:

Bullets and Numbering

<

- {Formatted:

Bullets and Numbering

) U .

14.5 Considerations for Emergency Services Destinat ___ions

While not explicitly required by this interface gjifecation, it isSRECOMMENDED that the Service Provider support
emergency services calls for one or more fixed jghy$ocations serviced by the Enterprise Netwé&ide: each such
physical location, the Enterprise and Service RienSHOULD mutually agree upon an E.164 address that willdeel
when an emergency services call is made from tieation. This E.164 addreS$1OULD be used for routing the call to
the appropriate Public Safety Answering Point (PEa&$well as for providing any required emergeroation
information to the PSAP.

The PBXSHOULD format the ‘Request-URI’ field as follows when emergency services call is made:

INVITE_<sip]Country-specific emergency services addregsisbne-contextfPredetermined Geographic E.164
Address]@][Service Provider Domain Nameaker=phone> SIP/2.0

The country-specific emergency services addredsfised as the dial string used in the countryrafio to request
emergency services. The phone-context pararSéti€ULD contain a valid E.164 address previously agreexh iy the
Enterprise and Service Provider to represent tlysipal location from which the call originated. T8ervice Provider
SHOULD ensure that valid location information for thid &4 address is provisioned in the ALI database.
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For example, an emergency services call originatirthe United States with a Geographic E.164 aidoé
+16789901234 would be formatted as follows:

To: <sip:911:phone-contextx16789901234@serviceprovider.neter=phone>

It is important to note that this interface spegifion defines no particular behavior that sho@daken by the Service
Provider in the event a valid E.164 address issopplied. Accordingly, the Enterprise Netw@KOULD ensure that no

emergency services calls are sent to the Servmade@r without a valid geographic E.164 address.

)

)

)

) U

P {Formatted: Heading 2
14.6 Controlling the Calling Line ID and Calling Na _me Presentation "~ { Formatted: Bullets and Numbering |
SIPConnect allows the Enterprise Network to contedling line ID and calling name presentation gneacall basis. «- - - { Formatted: Normal
This control includes both restricting the presgatafor privacy reasons, as well as specifyinggheferred presentation
to be used for the call.

o { Formatted: Heading 3
14.6.1 Default Calling Line ID and Calling Name Presentation - ‘[Formatted: Bullets and Numbering ]
When an INVITE is sent from the Enterprise Netwtwrkhe Service Provider Network, the Service Previdetwork — «- - - {Formaued: Normal
MUST present the Calling Line ID and Calling Nanssa@ciated with the identity in the From header lesmprivacy or a
specific Calling Line ID and Calling Name Preseiatatis being requested by the Enterprise Networttessribed in the
sections that follow.

" { Formatted: Heading 3
14.6.2 Managing Privacy Requests on Qutgoing Calls T ‘[Formatted: Bullets and Numbering
For calls originating from the Enterprise, the $sz\WProvider Network can be considered trustediwits domain. For<--- {Formaued: Normal
this reason, the Service Provider NetwMWST act as a “privacy service”, and the Enterp8s#OULD relyon - {Formaued: Font: Bold
“Network-Provided Privacy” as described in 3.3 ¢f®3323[13]. Using this mechanism, whenever thieprise
requires explicit privacy policies for a call, tBeterprise NetworfUST insert a Privacy header in the outgoing - { Formatted: Font: Bold
INVITE.
The value of the Privacy header indicates the lef/Blrivacy that should be applied. This speatitin requires that the
privacy service in the Service Provider NetwST support three levels of Privacy priv-values: ticel” and “none” _ - { Formatted: Font: Bold
as described in RFC 3323 [13], and “id” as descriibeRFC 3325 [15]. The privacy service in thevBas Provider
NetworkMAY_support other levels of privacy. - {Formatted: Font: Bold
It is common for a SIPConnect service to have ggivaisabled” in the Service Provider Network byfaldt — in other
words, by default no restrictions will be appliedthe calling line id or the calling name when ¢ladl is presented to the
remote party. Whenever an outgoing call from thesEprise must have privacy enabled, the EnterMIid8T inserta - {Formatted: Font: Bold
Privacy header with a value of “id” as describedRFC 3325[15].
Although not as common, it is also possible thatdbfault privacy policy in the network is “enaBledand the Service
Provider NetworfMUST support a way to disable the privacy policy oreagall basis. Whenever an outgoing call from - { Formatted: Font: Bold
the Enterprise must have privacy explicitly disabliae EnterprisUST insert a Privacy header with a priv-value of __ _ { Formatted: Font: Bold
“none” as described in RFC 3323 [15].  When tkeviBe Provider Network receives an INVITE with ivacy header
with a priv-value of “none” — it should disablestprivacy service for that call and allow the idignof the user in all
messages to be revealed to the remote party.
The Enterprise NetworMAY insert a priv-value of “critical” in the Privacyebder. When the Service Provider Network_ - {Formatted: Font: Bold

receives an INVITE with a Privacy header of “crtit— it MUST meet the requested level of privacy servicehef t
Service Provider Network cannot fulfill the privamgquest, then MUST not complete the call, but instead respond with
a 500 Server Error response as required in RFC B33
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The Enterprise NetworkIAY choose to apply local privacy policies before $endhe INVITE by populating the From _ - {Formatted: Font: Bold ]

header with an anonymous URI in the form <anonyr@ja®main name]>, in addition to requesting privéioyn the
privacy server in the Service Provider NetworkthdE From header is “anonymized” — then the Eniseddetwork

MUST provide a P-Asserted-ldentity header populatet thie desired originating identity for the calltigir the Main - {Formatted: Font: Bold

Public Identity or one of the Alternate Public Itiéas).

-

14.6.3 Requesting Specific Calling Line and Calling Name Presentation o= ‘[Formatted: Bullets and Numbering

)
- { Formatted: Heading 3 ]
)
J

The Enterprise NetworBHOULD be able to request a specific calling line ID aallimg name to be presented to the<«- - - {Formaued: Normal

remote party on a per call basis. Although, byadkfthe calling line ID calling name SHOULD comesd to the acting
originating identity of the call — this specifioati allows the Enterprise to select it. That ife-¢all may be originating
on the Main Public Identity — but the Enterpriseiark may request that the Calling Line ID and @aliName
presented to the remote party be set to one diltkenate Public Identities. In some applicatioig Enterprise
Network may even request that the Calling Line Hal ¢he Calling Name presented to the remote pa&riset arbitrarily
to an identity that does not match the Main Puldlentity or any of the Alternate Identities asst®ibwith the Enterprise.
A typical example application is the requiremenséd the Calling Line ID and Calling Name to a fg®ne service (ie.
1-800) number. Policies on the Service Provideamiek dictate whether this is allowed and thisus of scope for this
document.

To request a specific presentation be appliedemttigoing call, the Enterprise NetwglJST populate the From - {Formatted: Font: Bold ]
header with the desired calling line ID and callivegne, and put the preferred originating identitgither a P-Asserted-
Identity or P-Preferred-Identity header as desdribeRFC 3325 [15].
If the Service Provider Network receives an INVIWwih a P-Asserted-Identity or a P-Preferred-Idgrttiéader, it
MUST use that header to identify the originating idegrftor the call. Depending on local policy, thenee Provider - { Formatted: Font: Bold ]
NetworkMAY use the contents of the From header for Callimg ID and Calling Name presentation to the remote _ __ { Formatted: Font: Bold ]
party.
P {Formatted: Heading 3 ]

14.6.4 Authentication the outgoing call T ‘[Formatted: Bullets and Numbering ]
Before accepting an INVITE from the Enterprise Netivand originating the call, the Service Proviletwork MUST
assert the originating identity of the INVITE. $hian be done in one of two ways:

1) Digest Authentication — as described in RFC 3261 [8 - {Formatted: Bullets and Numbering ]

2) Mutual TLS — as described in RFC 3261 [8] “= ~ ~ { Formatted: Numbered + Level: 1 +
Digest AuthenticatiofMUST be supported by the Service Provider Network &edEnterprise Network. Numbering Style: 1, 2, 3, ... + Start

Mutual TLSMAY be supported by the Service Provider NetworkMid' be supported by the Enterprise Network. at: 1 + Alignment

**************** AN 0.25" + Tab after:

: Left + Aligned at:
0.5" + Indent at:

. . . . *\\\\\ \\ 0.5"
15 Quality of Service Considerations . { Formatted: Font: Bold )
. . . i . i \\\\ {Formatted: Font: Bold ]
IP Packets containing SIP signaling messages onRide sampleMUST be marked with a predefined value in the \\{Formaued_ Font: Bold J
packet header before being sent to the peer’s metWhis provides the Service Provider and Entsgpriith a standard \ — -
mechanism for identifying and prioritizing voiceated packets at the edge and in the core of pagiket networks. [ Formatted: Bulets and Numpering

In order to accomplish this goal, the interfacectmtion outlined by this document requires tise of the
Differentiated Services Field as specified in REZ2[5]. The following IP packet marking values are
RECOMMENDED for use between the Enterprise and Service Providigvork edges.

Packet Type DiffServ PHB DSCP Value Binary Equivalent Value
SIP Signaling Message CS5 40 Binary = 101000
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RTP Media EF 46 Binary = 101110

NOTE: This section seems to go against the follovatatement specified in section 5:
10. Layer 3 network design, QoS considerations, andgmditions (e.g. RSVP) are outside of the scophisf
document

16 _Media Attributes and Minimum Requirements

16.1 Media Capability Negotiation

Any device that originates and/or terminates REHitr MUST utilize the Session Description Protocol (SDP) as
described in RFC 2327 [4] in conjunction with tHfeedanswer model described in RFC 3264 [11] tohexmge session

information (IP address, port number, media typad&eceive mode, codec, DTMF mode, etc).

Any device that originates and/or terminates REfir MUST include an attribute specifying the device's dekire
directionality (i.e. a=inactive/sendonly/recvonbtisirecv) as described in RFC 3264 [11] for all raedieams listed in

an SDP offer or answer that is generated by thedev

Any device that originates and/or terminates REffir MUST support the ability to receive SDP session desorip

that have the ‘c=’ field set to all zeros (0.0.0.0)

<~~~ 7 Formatted: Numbered + Level: 1 +
Numbering Style: 1, 2, 3, ... + Start
at: 1 + Alignment: Left + Aligned at:
0.25" + Tab after: 0.5" + Indent at:
0.5"

o { Formatted: Bullets and Numbering ]
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16.2 Codec Support and Media Transport

Voice sampleMUST be transported using the real-time transport pmtRTP) as described in RFC 3550 [17].

Any device that originates and/or terminates REfitrover UDPMUST use the same UDP port for sending and
receiving session media (i.e. symmetric RTP.)

Any device that originates and/or terminates REHitr SHOULD be capable of processing RTP packets with difteren
packetization rate than the one used for sending.

Any device that originates and/or terminates vtiaéfic MUST minimally support the ITU-T G.711 u-Law and G.711
A-Law PCM codecs with a packetization rate of 20 ms

Any device that originates and/or terminates vaiaffic MUST support the ability to convert between G.711 A-Ltaw
G.711 u-Law (by the u-Law end).

Voice Activity Detection (VAD) and any other teclkymies that require mutual modification (e.g. comfmise
generation) of media conteBHOULD be avoided where possible.

-«

16.3 _Transport of DTMF Tones

Trunking Gateway$1UST support the ability to transport DTMF tones in-baviten using the G.711 codec. Trunking
GatewaysMUST also support the ability to transport DTMF tonsgg the RTP telephone-event payload format as
described in RFC 2833 [7] when using any codec.

_ - [ Formatted: Bullets and Numbering ]

Any Enterprise device that originates and/or teatén voice traffidUST support at least one of the above two methods

for transporting DTMF tones (with RFC 2833 [7] DTNRelay being the preferred method).

16.4 Echo Cancellation

Any device that originates and/or terminates vtiaéfic MUST provide ITU-T G.168 compliant echo cancellation.

NOTE: Not all devices that originate or terminatmice traffic need ITU-T G.168 — pure IP media serg that don’t
have analog interfaces cannot introduce echo — astwuld not be required to include echo cancellatio@an we just
relax the language a bhit?

Y L ____

Any device that supports fax and/or modem trangonisMUST recognize in-band 2100 Hz tones (+/- 15 Hz) in
conjunction with phase reversals at 450 ms intsr{fh 25 ms). Upon detection of this tone, echucelationMUST be
disabled and remain disabled for the duration efd&ll or until one of the following events occurs:

1. No single-frequency sinusoid is present as define&kkection 7 of G.168.
2. The end of the call is detected.
3. The end of data transmission is detected by tHedamodem or fax tones on the channel.

<«—
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16.5 Fax and Modem Calls

When performing in-band transport of fax or modeatisg any device that supports fax and/or modenstrassions
MUST upon recognition of a 2100 Hz tone (+/- 15 Hz)eton

Switch the active codec in use on the call to G(ifld codec other than G.711 was previously if.use
Disable the high pass filter.

Disable voice activity detection (VAD) and comfadise generation (CNG).

Switch from any adaptive/dynamic jitter buffer iseLto a fixed-length jitter buffer. (RECOMMENDED
depth of 200-ms is suggested when switching teedfiength jitter buffer.)

PwpE

Renegotiation of the session media attribbi&sST be performed using the SIP reINVITE request asriest in RFC
3261 [8] or the SIP UPDATE request as describeéRR 3311 [12].

Superior performance of fax transmissions over pagktworks can be achieved by utilizing the ITO-88 [22] fax
relay specification (as opposed to in-band trart¥plorband fax transmissions are especially prolaléc over packet
networks, especially for calls that traverse thilipunternet or other network that doesn't offdeguate QOS.
Accordingly, it SRECOMMENDED that Enterprise devices utilize T.38 fax relay wip@ssible.

Trunking Gateway$1UST support the ITU-T T.38 [22] specification and Eptése deviceSHOULD support the
specification. It is important to note that step$ dutlined above for in-band transport of fax/mmdealls do not apply, to
fax calls only, for implementations utilizing T.3& relay.

- {Formatted: Bullets and Numbering J

-

17 PSTN Interactions

17.1 Call Progress Tones

PBX systemdVIUST locally generate call progress tones in respongieetéollowing subset of standard SIP response
codes. Selection of the particular tone is leth equipment manufacturer’s discretion.

SIP Response Code

180 Ringing

400 Bad Request

403 Forbidden

404 Not Found

408 Request Timeout

480 Temporarily Unavailable
482 Loop Detected

483 Too Many Hops

486 Busy Here

500 Server Internal Error
503 Service Unavailable
504 Server Time-out

600 Busy Everywhere

604 Does Not Exist Anywhere
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In addition to the response codes outlined aboB& &/stemsSHOULD generate some form of call progress tone for
the remaining set of standard SIP response code=réva call progress tone is applicable). Selectidhe particular tone
is left to the equipment manufacturer’s discretion.

<

17.2_Early Media

In order to support delivery of in-band announcetsi@nd call progress tones, upon receipt of SDétimdtion in any
183 Session Progress'’, '200 OK', or '202 Acceptatissage the PBMUST immediately disable any locally generated
call progress tones and cut-through the early miediae end-user as described in RFC 3261 [8].

After sending an SDP offer, the IP PBXJST be prepared to receive media on all offered “rabycor “sendrecv”
transport protocol / transport port / codec (metiieam) combinations. Upon receipt of media onsargh media stream,
the PBXMUST immediately disable any locally generated caligpess tones and cut-through the early media tertde
user as described in RFC 3261 [8].

- { Formatted: Bullets and Numbering ]
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18 Retargeting Service Interactions

<

P { Deleted: Redirection

18.1 Retargeting Related Services 7 { Formatted: Heading 2

A number of common services can cause a call retaggetedincluding, but not limited to: call-forwardingttanded «- -

transfer, blind transfer and voicemail deposits.SIP, a call can beetargetedn a variety of ways:
* Using a302responsdo an INVITEis common for services that forward calls befarsveering — such as Call
Forwarding and Voicemail deposit.
¢ Using ann-dialog REFERis common for services that invohems$fer scenarios, blind or attended.

* An out-of-dialog REFERcan be usetbr services involving attended transfers.

» Transfer scenarios can be performed using multfETE dialogs using third party call control /

Regardless of the service or the mechanism, wloati delivered from the Service Provider Network to Breerprise

policiesfor retargeted calls.

18.2 Simple 302 Redirection i\\,\\\/

A incoming call from the Service Provider Netwoikncbe retargeted through a simple 302 redirecéspanse sent baek '\ |

from the enterprise network. This is depictechia diagram below.
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This is the simplest form of retargeting — anditommon for services like call forward always aatl forward to
voicemail to use this mechanism. The Service RienvNetworkMUST support receiving a 302 redirection from the - - Formatted: Font: Bold

Enterprise Network as per RFC 3261 [8]. The EmteepNetworkMAY support sending a 302 redirection response back { Formatted: Font: Bold
to the Service Provider Network as per RFC 3261 [Blow the Service Provider Network handles th2 Boved

Temporarily is implementation specific and outdide scope of this document.
- {Formatted: Heading 2
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18.3 Retargeting via In-Dialog REFER

An incoming call from the Service Provider Netwaadn also be retargeted within the Enterprise Neétwtmough an in-«- - - { Formatted: Normal

(D N N

dialog REFER transaction. This is depicted indfzgram below:
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This form of retargeting is common for transfematet services. It could be used to perform blindgfer or transfer
with consultation services between users on the REKusers outside of the Enterprise. The SeR#iogider Network

(N

MUST support receiving a REFER from the Enterprise Mekvas per REC 3515 [24]. The Enterprise NetWdA&Y - { Formatted: Font: Bold
support sending a REFER back to the Service ProWdevork as per REC 3515 [24]. The REFERST be sentin =~  Formatted: Font: Bold
the context of the corresponding INVITE dialog tisabeing referred. T { Formatted: Font: Bold
Exactly how the Enterprise Network processes thEEEis implementation specific and out of scopthisf document —
but it MUST conform to RFC 3515 [24]. It RECOMMENDED that the Service Provider Network release thetiexjs - { Formatted: Font: Bold
dialog with the Enterprise Network as soon as |ies$o free up resources over the SIP trunk. Térei€e Provider -  Formatted: Font: Bold
Network SHOULD NOT wait for the Enterprise Network to release thejioally referred dialog. - - { Formatted: Font: Bold
NOTE: Out-of-dialog REFER requeg®JST NOT be sent from the Enterprise to the Service Proviéework. - {Formatted: Font: Bold
. . . « - {Formatted: Heading 2
18.4 Retargeting via Out-of-Dialog INVITE S { Formatted: Bullets and Numbering

The Enterprise Network may send an INVITE to thevi8e Provider Network as the result of a transiecall

- _
‘[ Formatted:

Normal

o ) L U

forwarding scenario that occurs within the entesgari This is depicted in the diagram below:

Eneroree { Formatted:

Normal
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This form of retargeting is very common — it cauarcwhenever a station to station call within tfXHs forwarded to a
PSTN number — such as a mobile number. Anothenmmmapplication is forwarding a call from the PBXhte
deposited in a voicemail box hosted by the SeRitwider network. In both cases, the INVITE lodike a new
originating call dialog from the Enterprise netwéokthe Service Provider network. However, itngortant that the
INVITE contain enough information so that:

1) In the case of call forwarding to the PSTN,g@ooriginating call policies and accounting resocdn be  «--- ‘{Formatted: Normal, Indent: Left:

0.5"

|

generated,
2) In the case of voicemail deposit, the callépakited into the right voicemail box.

- { Formatted: Normal

)

The History-Info header described in RFC 4244 [@4)vides a framework for preserving request histofgrmation as a
call is retargeted from one hop to the next hope Mistory-Info [24] MUST be supported by the SeevProvider
Network and the Enterprise Network.
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When forwarding a private call from within the Empiése Network to the Service Provider Network, Ergerprise
Network MUST include a History-Info header indicetiat least the last retargeted history informatisper RFC 4244
[24]. Exactly how the Service Provider Networkgesses the History-Info is implementation depehdad out of
scope for this document, but it MUST conform to REZZI4 [24].

_ | Deleted: {
1

18.5 Message Waiting Indicator wl

Voicemail is a service that can be deployed eittigrin the enterprise (often integrated with theX}B- or hosted in thee« .

h \\ ‘[ Formatted: Heading 2

service providers network (as a standalone SA8tegiated with a general purpose SAS). Both mdule their merits - { Formatted: Bullets and Numbering

}
)
|
)
)

A

and reasons for deploying one or the other arédmutse scope of this document. When voicemdibisted in the { Formatted: Normal
service provider network, the SAS hosting the vwiai application must be able to notify the enteEg@mwhen a new
voicemail has been received. This is depictetiéndiagram below using a SIP NOTIFY for messagersary, - {Deleted: 1
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If voicemail is hosted on a SAS in the Service Rtewnetwork, then the Service Provider NetwdfWdST support { Formatted: Font: Bold
sending a message-summary NOTIFY event, acting nasssage notifier, as per RFC 3842 [25] usin@GtReSpecific
Event Notification framework as per RFC 3265 [26[he Service Provider NetwgMUST support receivinga - {Formatted: Font: Bold
SUBSCRIBE event for message-summary. The Servingd®r NetworkMAY also support sending an unsolicited { Formatted: Font: Bold
NOTIFY to the Enterprise Network (ie. implied suligtion).
If voicemail is hosted on a SAS in the Service Ritewnetwork, then the Enterprise NetwdkJST support receivinga /‘[Formatted: Font: Bold
message-summary NOTIFY event as per REC 3842 [dfpuhe SIP Specific Event Notification Framewagkper REC
3265[26]. The Enterprise NetwoRKUST support sending a SUBSCRIBE event for message-suyanihe Enterprise  _ - {Formatted: Font: Bold
NetworkMAY_also support receiving an unsolicited NOTIFY messsummary event (ie. “implied subscriptiony). - { Formatted: Font: Bold
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