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ABSTRACT

This document proposes changes to ITU-T Recommendation T.38 as a means to improve interoperability between implementations and provide improved clarity and understanding among implementers of the recommendation. The proposed changes represent a year of analysis and discussion by the SIP Forum’s Fax over IP working group.


The changes proposed include additional session parameters to be declared or negotiated between the endpoints, and because the SIP Forum’s working group addresses only usage of ITU-T T.38 over SIP signalling, these changes affect Annex D and the SIP-related portions of Annex H only. However, since the equivalent rationale and motivations for these changes also apply to H.248.1 and H.245, and it is recommended that the changes should also be applied to Annexes E and G, and to the H.248.1 and H.245 sections of Annex H.

In addition, this document proposes that the currently Optional behaviour by Receiving Gateways of muting the voice channel during T.38 session negotiation be modified to Recommended, and in addition provides details on timing and specifics of the implementation that would likely result in the highest transaction success rates.

1.
Issues that affect the triggering of T.38 switchover

Problems

1.1
ITU-T T.38 (2007) does not indicate which party (Party A or Party B) is responsible for detecting that a FAX transmission is being attempted and initiating the switch from audio mode to T.38 mode. In practice, this results in some common scenarios:

· A Receiving Gateway may initiate T.38 after detecting CED/ANS tones generated by the Party B endpoint.

· A Receiving Gateway may initiate T.38 after detecting the V.21 HDLC flags (preamble) generated by the party B endpoint.

· A Receiving Gateway may initiate T.38 after detecting CNG tone generated by the Party A Endpoint.

· An Emitting Gateway may initiate T.38 after detecting CNG tone generated by the Party A endpoint.

1.2
In some cases, gateways may attempt to detect tones generated by the far endpoint, which may be unreliable if the audio connection between the endpoints is using a highly compressed voice codec.

1.3
While it is generally accepted that the Receiving Gateway should initiate the switch to T.38, and it should only do this after detecting the V.21 HDLC flags generated by the endpoint it services (to ensure that the answering device is in fact a facsimile endpoint, and not a data modem or other device that might also generate CED/ANS tones), in practice this is not the case, and actual devices may act in any of the fashions listed above. This can easily result in 'glare', where both gateways attempt to switch to T.38 (nearly) simultaneously, or a complete lack of T.38 switchover if the detection method in use is not adequately able to detect the far endpoint's generated tones. In a 'glare' situation, if the gateways do not properly implement backoff procedures as defined in RFC 3261, the call will likely fail.

Proposed Solutions

ITU-T T.38 (2010) adds an explicit statement in D.2.2.4.2 (titled 'SIP-controlled state transitioning between voice and facsimile') stating:

Upon detection of facsimile by the receiving gateway, a SIP INVITE request is sent to the emitting gateway (with the same Call-ID as the existing voice connection) for a T.38 facsimile connection.

The addition of this statement to ITU-T T.38 will resolve this problem for compliant gateways. However, this recommendation only applies to gateways that do not support V.34 FAX, or that are able to determine that the calling FAX endpoint is not offering V.34 FAX. If V.34 FAX is offered by the calling FAX endpoint, the procedures documented in ITU-T T.38 (2010) for negotiating V.34 FAX over T.38 should be followed (allowing for fallback to V.17 or other modulations if required), which require the emitting gateway to send the initial T.38 INVITE so that it can determine whether the receiving gateway supports V.34 FAX as well.

Note that 'detection of facsimile by the receiving gateway' should generally only be achieved by detection of the V.21 flag bits (preamble) generated by the answering FAX endpoint before it sends NSF/CSI/DIS. The receiving gateway should be able to confirm the presence of the preamble within the first 200 milliseconds of the preamble sequence, and issue the T.38 re-INVITE accordingly.
Text Changes
In D.2.2.4.2, change:

Upon detection of facsimile by the receiving gateway, a SIP INVITE request is sent to the emitting gateway (with the same Call-ID as the existing voice connection) for a T.38 facsimile connection.

To:

Upon detection of facsimile by the receiving gateway, a SIP INVITE request is sent to the emitting gateway (with the same Call-ID as the existing voice connection) for a T.38 facsimile connection. The receiving gateway should only use the V.21 preamble generated by the answering FAX endpoint as the trigger for detection, and it should generate the INVITE request no more than 200 milliseconds after the V.21 preamble begins, in order to allow the maximum amount of time for the session to transition into T.38 mode before the answering FAX endpoint begins transmitting NSF, CSI or DIS.
2.
Suppression of audio during T.38 switchover
Problems

2.1
When a Receiving Gateway detects that the endpoint it is servicing is attempting to initiate a facsimile connection, and the gateway intends to switch to T.38 to service that connection, it might not suppress the audio stream from the endpoint towards the Emitting Gateway. If the Receiving Gateway does not do so, the endpoints will attempt to negotiate a T.30 facsimile connection over the audio stream while the T.38 session is being established in the signaling path. While the T.38 session negotiation process, under normal circumstances, should occur rapidly enough to prevent the endpoints from exchanging DIS and DCS, if this does not occur in a timely fashion when the T.38 session begins the facsimile connection will have progressed too far to be recovered and it will fail.

Proposed Solutions

This document recommends that when a Receiving Gateway decides to initiate the transition to T.38 for a session, it should suppress audio in both directions for the answering FAX endpoint, until the T.38 transition either succeeds or fails. During this period, the receiving gateway should generate silence towards the Emitting Gateway, and also generate silence towards the answering FAX endpoint, dropping any actual audio that might be received from either device destined for the other device. The suppression must be initiated before the V.21 flags (preamble) that initiated the T.38 transition ends, or there is a risk that the NSF/CSI/DIS sent by the answering FAX endpoint might leak through to the calling FAX endpoint. If this occurs, the T.30 session could enter a non-recoverable state, and when the T.38 transition is completed, the FAX transaction will fail. As recommended in item 1, the transition should be triggered by the Receiving Gateway no later than 200 milliseconds after the first V.21 flag was detected, so the audio suppression should occur no later than 800 milliseconds after that (less if the Receiving Gateway's V.21 detector is not aware of exactly when the first flag began). If the Receiving Gateway follows these guidelines, it will be able to assure that no portion of the NSF/CSI/DIS will be transmitted to the Emitting Gateway. If the Receiving Gateway cannot follow these guidelines, it can still choose to suppress the audio bidirectional, at the risk of causing some calling FAX endpoints to terminate the call or otherwise fail to negotiate properly due to the presence of a partial NSF/CSI/DIS in the audio stream.

Text Changes
In D.2.2.4.2, change:

Note that during this switchover and the facsimile call, it may be useful to mute the voice channel.

To:

During the switchover, the receiving gateway should mute the voice channel in both directions until the facsimile connection transition either succeeds or fails. During this period, the receiving gateway should ensure that silence is generated towards both the emitting gateway and the answering FAX endpoint. The receiving gateway should initiate the muting of the channel immediately upon detection of facsimile as described above. If the receiving gateway is unable to mute the voice channel towards the emitting gateway within 800 milliseconds after detection of facsimile (or the time when the V.21 preamble generated by the answering FAX endpoint concludes), it may still mute the voice channel, but there is a possibility that doing so may cause one or both FAX endpoints to terminate the session if the muting occurs after the answering FAX endpoint has begun transmitting NSF, CSI or DIS.

3.
T.38 Session Parameter: T38FaxMaxDatagram

Problems

3.1
This parameter seems to be interpreted in different ways by different implementations of T.38. It is tied in with the greatest weakness of the T.38 recommendation right now - the lack of adequate guidance on how the continuous data stream from the FAX endpoint should be composed into packets. The lack of this guidance gives the implementer of the receiving side only a vague idea of what to expect from the sending side, seriously impeding what the receiving side can do in response. It also confuses the implementer of the sending side as what is appropriate to use and send for maximum compatibility.
ITU-T T.38 (2007) Table B.1 states:
This option indicates the maximum size of a UDPTL packet or the maximum size of the payload within an RTP packet that can be accepted by the remote device.

And ITU-T T.38 (2007) D.2.1.3.1 has:
The maximum size of the payload within an RTP packet that can be accepted by the remote device.

ITU-T T.38 (2007) D.2.3.5 says:
This parameter signals the largest acceptable datagram for the offering endpoint and the answering endpoint (i.e. the maximum size of the RTP payload). The answering endpoint may accept a larger or smaller datagram than the offering endpoint. Each endpoint should be considerate of the maximum datagram size of the opposite endpoint.

This does not clearly state what the term “RTP payload” represents. Is it before adding redundancy, or after? What about the UDPTL case? A transmitted RTP packet can obviously be larger than T38FaxMaxDatagram, as the framing words must be added to the payload. What happens in the case of UDPTL, where the framing and redundancy coalesce? The meaning of T38FaxMaxDatagram appears to depend on the transport type.
In practice it seems some systems treat T38FaxMaxDatagram as the maximum IFP length, and some treat it as the maximum UDPTL length. We infer this, because some systems use a number too small for it to be anything but the maximum IFP length. Either that, or they are not prepared to accept any redundancy/FEC data. The number is also much smaller than the same endpoint is prepared to accept for an RTP packet of audio, which seems to imply its buffers can accept much bigger UDP packets.

The only real guidance about packetization seems to be in ITU-T T.38 (2007) clause 7.5 which has the following:

Limitation of V.21 frame packet size

To reduce the gateway processing delay, the use of smaller V.21 frame data packets is more beneficial for interconnected gateways to flexibly perform jitter buffer adjustment according to the network situation and compatibility of the facsimile terminal.

The maximum V.21 packet size shall be 7 bytes, except for IAF devices. Larger V.21 frames shall be sent in multiple packets.

ITU-T T.38 (2007) does not explain what is meant by the statement "The maximum V.21 packet size". Presumably packet here refers to an IFP, but is it the total IFP packet that should be <=7 bytes or its V.21 payload? The description seems to imply the total packet length, yet it is the payload length we are trying to constrain. ITU-T T.38 (2007) clause 7.5 seems to confuse more than clarify.
In practice a lot of ATAs are not happy if the V.21 data IFPs contain more than 1 byte of V.21 data. Most gateways send one byte per frame, and this is reasonably harmless. The annoying (though fully workable) case is sending T.38 from a terminating T.38 entity. Here 100% of the HDLC frame's content is known at the instant frame transmission starts, and the frames are always fairly small. Still, we end up sending a messy and inefficient stream of packets, with one byte of the HDLC frame in each, to maximize compatibility.

Proposed Solution

This document proposes that in concert with the recommendations for T38FaxUdpEC (supplying minimum/maximum redundancy message thresholds) a new parameter should be clearly defined to be the maximum IFP primary message size the endpoint is prepared to receive. The size would not include any redundancy/FEC data, UDPTL/RTP/TPKT framing, or any other overhead. This would allow a sending endpoint to have a clear understanding of the receiving endpoint's ability to accept packets and deconstruct them to extract the IFP messages they contain (although this would not supply the sender any information as to how many of these IFP messages the receiver may be able to buffer and later play out). A possible implementation would be to add theT38FaxMaxIFP parameter definition as follows (in ABNF):
Maximum Primary IFP Size
Att-field = T38FaxMaxIFP
Att-value = 1*(DIGIT)

This would be an optional declarative (non-negotiated) parameter, and is only a suggestion from the offerer; the receiver of the offer is under no obligation to abide by it. If the receiver of the offer chooses to send IFPs larger than the value provided in the offer, they will likely be truncated by the offerer, resulting in retraining and/or retransmissions, which will negatively affect the FAX transaction time.
The task group also recommends that ITU-T T.38 (2010) compliant endpoints assume that a T38FaxMaxDatagram parameter included in an ITU-T T.38 (2010) compliant SDP offer (indicated by the presence of the T38FaxMaxIFP parameter) be trusted to be the offering endpoint's actual maximum datagram size as defined in the 2010 version of ITU-T T.38. Offers received without a T38FaxMaxIFP parameter may be from ITU-T T.38 (2010) compliant endpoints or endpoints compliant with an earlier T.38 version, or they may be from a non-compliant endpoint as documented above. Such offers should be treated as endpoints currently treat them, as no assumption can be made about the validity of the T38FaxMaxDatagram value included in the offer.
Text Changes
In D.2.3.1, insert after Maximum Datagram Size:

Maximum Primary IFP Size


Att-field = T38FaxMaxIFP


Att-value = 1*(DIGIT)

In D.2.3.2, insert after Maximum Datagram Size:

Maximum Primary IFP Size


Att-field = T38FaxMaxIFP


Att-value = 1*(DIGIT)

In D.2.3.5, add before T38FaxUdpEC:

T38FaxMaxIFP is declarative and the answer is independent of the offer. This parameter signals the maximum IFP frame size the offering endpoint is capable of accepting, exclusive of any framing, error correction or other overhead. The answerer may specify a larger or smaller maximum IFP size than the offerer. Each endpoint should be considerate of the maximum IFP size specified by the opposite endpoint.

In Table H.1, insert before T38FaxUdpEC:

No: 9

Name: Maximum IFP Size

Syntax (SDP): T38FaxMaxIFP

Semantic (SIP/SDP): is declarative and the answer is independent of the offer. This parameter signals the maximum IFP frame size the offering endpoint is capable of accepting.

Mandatory/Optional: Optional. If omitted then default value.

Type and Unit: INTEGER (0..216-1), [bytes]

(Provisioned) Default Value: 40

Note: this default value was calculated in similar fashion to that of T38FaxMaxDatagram (in NOTE 3 of this table).

4.
Minimum/maximum redundancy IFPs in UDPTL frames

Problems

4.1
ITU-T T.38 (2007) documents an error correction scheme (referred to as 'error protection') that involves sending redundant copies of previously-transmitted IFP messages in subsequent UDPTL frames. This affords the receiver the opportunity to recover frames lost in transit. Indication of the support of this mode is made by setting the T38FaxUdpEC parameter to 't38UDPRedundancy”. However, ITU-T T.38 (2007) makes no recommendation about the number of redundancy messages that should be included in a UDPTL packet, nor does it have any language to take into account the redundancy messages when computing the maximum IFP size that can be transmitted to the receiving endpoint (based on its reported T38FaxMaxBuffer and/or T38FaxMaxDatagram parameters).
Proposed Solution

In order to more clearly communicate an endpoint's desires for error correction and datagram size management, it would be useful to add minimum and maximum thresholds for error protection frames to be included in UDPTL datagrams. A possible implementation would be to add a new T38FaxUdpECDepth parameter definition as follows (in ABNF):

Error Correction
Att-field = T38FaxUdpECDepth
Att-value = minred [ maxred ]
minred = 1*(DIGIT)
maxred = 1*(DIGIT)
This would be an optional declarative (non-negotiated) parameter, and if specified, 'minred' indicates that the offerer would prefer to receive at least that many redundancy frames or FEC frames per UDPTL datagram (except for cases at the beginning of the session where there have not been enough frames sent to fulfill the request). Most implementations should have a default value of '1' (one) for 'minred', but allow a configurable override to set it to '0' (zero) if desired.

If 'maxred' is specified, it would indicate that the offerer would prefer not to receive more than that many redundancy frames or FEC frames in any UDPTL datagram.

Note that these are only preferences indicated by the offerer, and that the receiver of the offer is under no obligation to abide by them. Specifically, some gateways will emit larger numbers of redundancy frames or FEC frames for V.21 messages (signaling) than they do for image frames (data), since the image data is frequently already protected using ECM at the T.30 level. If the offerer indicates that they can accept at least one redundancy or FEC frame, that indicates explicitly that they have the ability to accept an image frame for that purpose, and since V.21 frames are significantly shorter than image frames, sending a larger number of redundant V.21 frames should not risk overrunning the offerer's datagram buffers.

In addition, a concern has been raised that it is currently not possible for a T.38 endpoint to indicate to the other endpoint the maximum span over which it is able to compare and verify incoming FEC frames. Some endpoints may have very limited ability to store previously received frames (especially image frames), and if an FEC frame is received that spans more frames than that endpoint has stored, the only action the endpoint can take is to ignore it, which results in ineffective error protection. In order to address this, it would be beneficial for an endpoint to be able to expressly indicate the maximum frame span it is willing and able to preserve for comparison and verification of incoming FEC frames. A possible implementation would be to add theT38FaxFECMaxSpan parameter definition as follows (in ABNF):

Error Correction
Att-field = T38FaxFECMaxSpan
Att-value = 1*(DIGIT)
This would be an optional declarative (non-negotiated) parameter, and much like T38FaxUdpECDepth above, this is only a suggestion from the offerer, and the receiver of the offer is under no obligation to abide by it. However, if the receiver of the offer sends FEC frames that cover a larger span than indicated via this parameter, the offerer is likely to ignore them, which would result in no effective error protection for the session.

Text Changes
In D.2.3.1, change:

Error Correction


Att-field=T38FaxUdpEC


Att-value = t38UDPFEC | t38UDPRedundancy

To:

Error Correction


Att-field = T38FaxUdpEC


Att-value = t38UDPFEC | t38UDPRedundancy | t38UDPNoEC

Error Correction Depth


Att-field = T38FaxUdpECDepth


Att-value = minred [ maxred ]


minred = 1*(DIGIT)


maxred = 1*(DIGIT)

Error Correction Span


Att-field = T38FaxUdpFECMaxSpan


Att-value = 1*(DIGIT)

Note that the addition of t38UDPNoEC as a choice for T38FaxUdpEC here is only a correction of an error in the current T.38 draft.

In D.2.3.5, add before T38VendorInfo:

T38FaxUdpECDepth is declarative and the answer is independent of the offer, and is relevant only when using UDPTL as the transport. If the parameter is specified, the ‘minred’ value indicates that the offering endpoint wishes to receive at least that many redundancy frames per UDPTL datagram, if the answering endpoint chooses to use t38UDPRedundancy as the error correction mode, or that the offering endpoint wishes to receive at least that many FEC frames per UDPTL datagram, if the answering endpoint chooses to use t38UDPFEC as the error correction mode. Additionally, if ‘maxred’ is specified, it indicates that the offering endpoint wishes to receive no more than that many redundancy frames or FEC frames per UDPTL datagram. The answerer may specify a larger or smaller minimum or maximum error correction depth than the offerer. Each endpoint should be considerate of the minimum and maximum error correction depth specified by the opposite endpoint.

T38FaxUdpFECMaxSpan is declarative and the answer is independent of the offer, and is relevant only when using UDPTL as the transport. If the parameter is specified, it indicates that offering endpoint may not be able to properly process FEC frames that span more than the specified number of IFP frames, and if the answering endpoint generates FEC frames spanning more than the specified number of IFP frames, the offering endpoint may have no option but to ignore them (resulting in no effective error correction for the session). The answerer may specify a larger or smaller maximum span than the offerer. Each endpoint should be considerate of the maximum span specified by the opposite endpoint.

In Table H.1, change ‘No’ for T38FaxUdpEC from 9 to 10.

In Table H.1, insert before T38VendorInfo:

No: 11

Name: Error Correction Depth

Syntax (SDP): T38FaxUdpECDepth

Semantic (SIP/SDP): is declarative and the answer is independent of the offer, and is relevant only when using UDPTL as the transport. If the parameter is specified, the ‘minred’ value indicates that the offering endpoint wishes to receive at least that many redundancy frames per UDPTL datagram, if the answering endpoint chooses to use t38UDPRedundancy as the error correction mode, or that the offering endpoint wishes to receive at least that many FEC frames per UDPTL datagram, if the answering endpoint chooses to use t38UDPFEC as the error correction mode. Additionally, if ‘maxred’ is specified, it indicates that the offering endpoint wishes to receive no more than that many redundancy frames or FEC frames per UDPTL datagram.

Mandatory/Optional: Optional. If omitted then default value.

Type and Unit: INTEGER (0..216-1), [frames]

(Provisioned) Default Value: 1 for ‘minred’, none for ‘maxred’

No: 12

Name: Error Correction Span

Syntax (SDP): T38FaxUdpFECMaxSpan

Semantic (SIP/SDP): is declarative and the answer is independent of the offer, and is relevant only when using UDPTL as the transport. If the parameter is specified, it indicates that offering endpoint may not be able to properly process FEC frames that span more than the specified number of IFP frames.

Mandatory/Optional: Optional. If omitted then default value.

Type and Unit: INTEGER (0..216-1), [frames]

(Provisioned) Default Value: 3

In Table H.1, change ‘No’ for T38VendorInfo from 10 to 13, and change ‘No’ for T38ModemType from 11 to 14.
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