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Introduction to Siemens comments 
As a supplier of SIP products and solutions for the enterprise, Siemens sees 
SIPconnect as a vehicle to help achieve the goal of eliminating PSTN gateways from 
the enterprise and instead relying on SIP service providers for all external 
communications (except where direct peering between enterprises is available). At 
present, progress along this path has been slow, because all sorts of interoperability 
issues arise during testing with different service providers. This is caused by the 
large degree of flexibility that SIP allows - different service providers and different 
enterprise vendors select different options, and then find they don't interoperate. 
Also ambiguities in the RFCs have caused interoperability difficulties. This has 
stifled the market for SIP in general and for SIP between enterprise and service 
provider in particular.  
SIPconnect 1.0 was a first step at trying to tie down the IPPBX / service provider 
interface. It has not been wholly successful for several reasons. First, it still lacks 
clarity in a few areas. Second, it contains a few too many options still. Third, even 
this relatively "basic" specification seemingly raises the bar too high for some 
vendors or service providers to achieve at day one. One of the aims of the next 
version of SIPconnect should be to overcome these problems and stimulate a 
critical mass of compliant implementations, thus helping to counter some of the bad 
press that SIP has received recently. To achieve this, the next version of SIPconnect 
probably needs to do less, rather than more, than SIPconnect 1.0. This is clearly a 
case of "less is more" - the less that goes into the standard, the more 
interoperability will be achieved and the more the market will grow.  
On the other hand, for those vendors and service providers that can already support 
a basic level of interoperability, there needs to be a way to move forward and add 
more functionality. SIPconnect 1.0 is quite limited in scope, and there have been 
numerous suggestions as to how this scope should be extended.  
These two aims are seemingly at odds with each other. The way to resolve the 
dilemma is to have a mandatory core that everyone has to implement, plus options 
that provide greater functionality, e.g., enhanced security, support for additional use 
cases. Options in a standard need to be used with care, because a proliferation of 
options will hinder interoperability. However, it is perfectly reasonable to have a 
small number of options, each representing a well-defined item of enhanced 
functionality, provided we avoid optional ways of achieving the same functionality.  
Taking this a step further, there may be benefits in providing two deliverables, let's 
say SIPconnect 1.1 and SIPconnect 2.0. SIPconnect 1.1 would be a basic version 
aimed at vendors and service providers wanting to enter the market and provide 
basic support for an enterprise to use a service provider for PSTN access and 
perhaps also for SIP-SIP communication at "ISDN quality", i.e., not attempting to 
exploit additional SIP capabilities. It would provide a high degree of clarity and 
eliminate any unnecessary options. It would have only a basic level of security (e.g., 
avoiding TLS) and would use only E.164-based identifiers for users. Evolution to 



SIPconnect 2.0 would need to be taken into consideration during the drafting of 
SIPconnect 1.1, to avoid future compatibility problems, and therefore the content of 
SIPconnect 2.0 would need to be agreed at the time. 
SIPconnect 2.0 would support additional capabilities, such as enhanced security, 
support for additional or high quality media, additional NAT/firewall traversal 
support, additional forms of user identifier, etc.. There would need to be backwards 
compatibility with SIPconnect 1.1, in the sense that a SIPconnect 2.0 implementation 
would be required to interwork with a SIPconnect 1.1 implementation.  
Two advantages would accrue from this two-step approach. Firstly, SIPconnect 1.1 
could be written in a shorter time than something with substantial new functionality. 
We should adopt aggressive timescales for this, so that industry has the opportunity 
deploy it in all products by 2010, say. Secondly, a newcomer would be able to use 
the relatively short and straightforward SIPconnect 1.1 specification without being 
daunted by lots of additional information supporting enhanced functionality.  
The remainder of this document contains comments and suggestions from Siemens 
concerning the content of an enhanced SIPconnect specification. If the two-step 
approach outlined above were to be adopted, then some of these suggestions would 
apply to SIPconnect 1.1 and some would apply to SIPconnect 2.0.This document 
contains comments and suggestions from Siemens concerning the content of 
SIPconnect 1.1. 
Contact: John Elwell, Siemens Enterprise Communications GmbH & Co KG 
john.elwell@siemens.com 
+44 115 943 4989 

  
Abstract  
  
This document outlines an interface specification that enables direct IP peering between a SIP-enabled 
Service Provider network and a SIP-enabled Enterprise Network for the purpose of originating and/or 
terminating calls from the Public Switched Telephone Network (PSTN). It specifies the minimal set of IETF 
and ITU-T standards that must be supported, provides precise guidance in the areas where the standards leave 
multiple implementation options, and specifies a minimal set of capabilities that should be supported by the 
Service Provider and Enterprise networks.   
  
Status of this Memo  
  
This Recommendation was promoted to Adopted status by the SIP Forum Board of Directors on  January 23, 
2008.   
  
Disclaimer  
  
The SIP Forum takes no position regarding the validity or scope of any intellectual property or other rights 
that might be claimed to pertain to the implementation or use of the technology described in this document or 
the extent to which any license under such rights might or might not be available; neither does it represent 
that it has made any effort to identify any such rights. Information on the SIP Forum’s procedures with 
respect to rights in SIP Forum Recommendations, both drafts and final versions, or other similar 
documentation can be found in the SIP Forum’s current adopted intellectual property right Recommendation. 
Copies of claims of rights made available for publication and any assurances of licenses to be made available, 
or the result of an attempt made to obtain a general license or permission for the use of such proprietary rights 
by implementers or users of this specification can be obtained from the SIP Forum.  
  

Changes  

mailto:john.elwell@siemens.com


  
Prior to final presentation of this document to the SIP Forum Board of Directors, the Working Group Chair 
submitted one change that, while minor, he viewed as necessary to maintain compatibility with initiatives in 
the IETF that have emerged since this document entered Proposed Recommendation status.  Details of this 
change can be found in Section 18 of this document  
  
  

SIPconnect Compliant  
  
SIPconnect and SIPconnect Compliant are certification marks of the SIP Forum.  Implementers who wish to 
certify their products and services as SIPconnect Complaint may do so under the SIPconnect Compliant 
program of the SIP Forum.  To learn more about this opportunity and obtain other useful information about 
SIPconnect, please visit www.sipforum.org/sipconnect.  
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1 Introduction  
 
Siemens comment 1. A lot of work went into the writing of version 1.0. Whilst the 
absence of deployment of version 1.0 is a cause for concern and needs to be 
addressed, there is no necessity for a forklift rewrite of version 1.0. Version 1.0 
should be taken as a starting point and specific changes should be made to address 
specific interoperability issues (e.g., by providing greater clarity) and to add new 
capabilities. 
 
 
The deployment of IP PBXs among Enterprises of all sizes is increasing rapidly. Additionally, SIP, or 
Session Initiation Protocol, is fast becoming the dominant industry standard. Many new IP PBXs support SIP 
phones and SIP routing between one or more PBXs. Deployment of SIP infrastructure by Service Providers is 
also increasing, driven by the demand for commercial VoIP offerings. The result of these parallel 
deployments is a present need for direct IP peering between SIP-enabled IP PBXs and SIP-enabled Service 
Providers.  
   
Currently published ITU-T Recommendations and IETF RFCs offer a comprehensive set of building blocks 
that can be used to achieve direct IP peering between SIP-enabled IP PBX systems and a Service Provider’s 
SIP-enabled network. However, due to the sheer number of these standards documents, Service Providers and 
equipment manufacturers have no clear “master reference” that outlines which standards they must 
specifically support in order to ensure success. This has led to a number of interoperability problems and has 
unnecessarily slowed the migration to SIP as replacement for traditional TDM connections.  
  
This SIP Forum document aims to address this issue. In short, this document defines the protocol support, 
implementation rules, and features required for a predictable interoperable scenario between SIP-enabled IP 
PBXs and SIP-enabled Service Providers. Note that this document does not preclude or discourage the 
negotiation   
of additional functionality.  
  
The specific areas where this document provides implementation guidance include:  
  
 • 
 Specification of a reference architecture that describes the common network elements necessary for Service 
Provider to IP PBX peering for the primary purpose of PSTN call origination and termination.  
• 
 Specification of the basic protocols (and protocol extensions) that must be supported by each element of the 
reference architecture.  
• 
 Specification of the exact standards associated with these protocols that must or should be supported by each 
element of the reference architecture.  
• 
 Specification of standard methods for negotiating protocols, protocol extensions, and exchanging capability 
information between endpoints.  



• 
 Specification of methods of formulating protocol messages where multiple legitimate implementation 
options exist.  
• 
 Definition of an authentication scheme that provides user security and billing traceability to a single 
Enterprise.  
• 
 Specification of minimum requirements and consensus methods for codec support, packetization intervals, 
and capability negotiation.  
• 
 Specification of a consensus method for handling fax and modem transmissions.  
• 
 Specification of minimum requirements and consensus methods for handling echo cancellation.  
• 
 Specification of a consensus method for transporting DTMF tones.  
• 
 Specification of a consensus method for conveying traffic priority to the Service Provider in order to enable 
proper QoS delivery.  
• 
 Specification of a basic set of guidelines for interfacing with an IP PBX when Network Address Translation 
and/or packet filtering devices are utilized in the communications path.   
• 
 Definition of a basic security model based on existing standards to authenticate and authorize utilization of 
the Service Provider’s resources by an IP PBX.   
 
 
 
 
2 Conventions and Terminology  
  
 
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", 
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted 
as described in RFC 2119 [1].  
 
 
 
 
3 Reference Architecture  
 
Siemens comment 2. A future version should accommodate a number of 
architectures on the enterprise side. In particular it should accommodate 
architectures with and without the use of VPN for connectivity to the Service 
Provider network and with and without an SBC for NAT traversal. 
 
The following reference diagram outlines the common functional elements required to support the interface 
specification outlined by this document. It is important to note that this specification treats these elements as 
separate physical components for the purposes of illustration only. It is perfectly acceptable for an equipment 
manufacturer to combine one or more of these functions into a single physical device.   
  
For example, a manufacturer may choose to integrate the SIP Proxy Server function with the IP PBX function 
whereas another manufacturer may choose to integrate the SIP Proxy Server, IP PBX, and Firewall functions. 
Both implementations (as well as other combinations thereof) are equally conformant as long as they fully 
adhere to the individual rules governing each of the integrated functions.  
  



  

   
 
 
 
 
4 Definitions  
 
 
IP PBX (PBX) – The IP PBX constitutes an Enterprise’s collection of network elements that provides 
packetized voice call origination and termination services using SIP for signaling and RTP for media traffic. 
The definition of an IP PBX for the purposes of this specification includes any “hard wired” (physically 
connected) phones as well as any IP Phones under the IP PBX System’s control (see “IP Phones” below).  
  
IP Phones – IP Phones are devices that are capable of originating and terminating packetized voice calls 
using the Enterprise’s IP PBX. For the purposes of this specification, IP Phones are considered part of the IP 
PBX System itself and are therefore subject to the same overall requirements.  
  
SIP Application Server (SAS) - The SIP Application Server is a server or group of servers within the 
Service Provider’s network that provides PSTN call origination / termination services to Enterprises using 
SIP.   
  
SIP Proxy Server (SPS) - The SIP Proxy Server is a server or group of servers that provides SIP message 
routing and TLS termination services at the Service Provider and Enterprise network edges.   
  
Signaling Gateway (SGW) – The Signaling Gateway performs translation of SIP signaling to SS7 signaling.   
  
Trunking Gateway (TGW) – The Trunking Gateway interfaces with PSTN switches and converts 
packetized voice samples to TDM voice samples.  



  
Firewall – The Firewall provides packet filtering and general security services at the Service Provider and 
Enterprise network edges.  
  
Interactive Connectivity Establishment (ICE) – ICE provides a mechanism for NAT traversal using 
various techniques such as STUN and TURN. In particular, it is used to allow SIP-based VoIP clients to 
successfully traverse the variety of NAT types that may exist between a remote user and a network.  
  
Simple Traversal of UDP over NATs (STUN) – STUN allows clients behind NAT (or multiple NATs) to 
determine its public address, the type of NAT it is behind and the Internet-side port associated by the NAT 
with a particular local port.  
  
Traversal using Relay NAT (TURN) – TURN allows clients behind NAT (or multiple NATs) to receive 
incoming data over TCP or UDP connections. It is most commonly used for elements behind symmetric 
NATs or firewalls that wish to be on the receiving end of a connection to a single peer.  
  
Application Layer Gateway (ALG) – An Application Layer Gateway (ALG) modifies IP addresses and port 
numbers inside the payload of IP packets even when the corresponding IP packets are not addressed to the 
ALG. SIP ALGs do not follow the rules necessary to conform to any SIP role, for example, most SIP ALGs 
do not insert a ‘Via:’ header.  
  
IPv4 Network – The IPv4 network constitutes a combination of the physical and logical elements (i.e. 
circuits, routers, switches, etc.) required to route and/or switch IPv4 packets between the Service Provider 
and Enterprise network edges.  
 
 
 
 
5 Key Assumptions and Limitations of Scope  
 
 
This recommendation lists a number of IETF and ITU-T specifications that should be utilized to meet the 
requirements for interconnection between a Service Provider and an Enterprise IP PBX. Note that it is not a 
profile of SIP. Users of this recommendation MUST NOT assume that a particular feature or option listed as 
mandatory in this document is supported by another user. Instead, all normal SIP extension and negotiation 
mechanisms (e.g. Supported, Require, Allow, etc.) MUST continue to be used. Failure to do this will lead to 
interoperability problems.  
  
The following key assumptions have been made with regards to this interface specification:  
  
1. The primary service to be delivered over this interface is audio-based PSTN call origination and/or 
termination. The delivery of any other service (e.g. video-based services, instant messaging, etc.) is out of 
scope.  
 
Siemens comment 3. Although some service providers might offer support only for 
calls that originate or terminate at the PSTN, other service providers might also offer 
support for calls to/and from SIP endpoints. These might be residential or small 
business SIP users, or could even be other SIP-based enterprise networks where the 
enterprises concerned choose to route traffic through the service provider network 
rather than using direct peering. As a consequence, there should no longer be a 
restriction to audio (although audio could remain a minimum capability). Also there 
should be a requirement for transparent transport of headers and bodies that are not 
relevant to the service provider (or even not recognised by the service provider). 
 
 



2. All mandatory reference architecture elements specified for the Service Provider and Enterprise Networks 
are in place and operational.   
 
 
3. Signaling considerations between the SIP Application Server, Trunking Gateway, and Signaling Gateway 
is outside the scope of this document.  
 
 
4. Signaling considerations between the IP PBX and other Enterprise devices (e.g. IP phones) is outside the 
scope of this document.  
 
 
5. The Service Provider and Enterprise each operate publicly accessible DNS servers that are authoritative for 
one or more Internet domain(s). Alternatively, the Service Provider may delegate a sub-domain from its 
domain for use by the Enterprise.  
 
 
6. The Enterprise network is assigned a minimum of one E.164 address, which is routed on the PSTN to the 
Service Provider’s Signaling Gateway.   
 
 
7. Emergency calling issues, for example routing to national emergency numbers such as 911, 112, 999, or 
000, issues related to SIP endpoint mobility, etc. are outside the scope of this document.  
 
Siemens comment 4. Some consideration should be given to emergency calls. As a 
starting point, it might be sufficient to consider only emergency calls that the 
service provider routes to PSTN (as opposed to calls to a SIP-based PSAP). For 
emergency calls routed to PSTN, provision of appropriate location information 
should be considered. 
 
 
8. Layer 3 network design, QoS considerations, and preconditions (e.g. RSVP) are outside of the scope of this 
document  
 
 
9. Element management, network management, network security, and OSS considerations are outside the 
scope of this document.  
 
Siemens comment 5. The whole specification fails to mention 3xx responses. 
Consideration should be given to supporting these as a convenient method of 
redirecting calls in some situations. 
 
 
 
6 Standards Support  
 
 
The interface specification described by this document requires network element support (as outlined below) 
of the functionality detailed in the following standards documents:  
  

LEGEND  
M  MANDATORY (Send and Receive)  
R  RECOMMENDED (Send and Receive)  

R(RO)  RECOMMENDED (at minimum to Receive) 



-  NOT REQUIRED / NOT APPLICABLE  

Siemens comment 6. Version 1.0 also includes "MAY" in a number of places. 
Although there will undoubtedly be some major capabilities that are optional (e.g., 
video, if that is added), in general the number of optional or recommended 
requirements should be kept to a minimum, to increase the chances of successful 
interoperability. In particular, optional ways of achieving the same functionality 
should be avoided. 
 
  
  

Standard 
ID  

Description  SAS  PBX SPS 

Rec. E.164 
[2]  

ITU-T Recommendation E.164: The international public 
telecommunication numbering plan  

M  M  -  

RFC 2246 
[3]  

The TLS Protocol Version 1.0  -  -  M  

RFC 2833 
[7]  

RTP Payload for DTMF Digits, Telephony Tones and 
Telephony Signals  

-  M  -  

RFC 2782 
[6]  

A DNS RR for specifying the location of services (DNS SRV)  -  -  M  

RFC 3261 
[8]  

SIP: Session Initiation Protocol  M  M  M  

RFC 3262 
[9]  

Reliability of Provisional Responses in Session Initiation 
Protocol (SIP)  

M  R  -  

RFC 3263 
[10]  

Session Initiation Protocol (SIP): Locating SIP Servers  M  M  M  

RFC 3264 
[11]  

An Offer/Answer Model with Session Description Protocol 
(SDP)  

M  M  -  

RFC 3311 
[12]  

The Session Initiation Protocol (SIP) UPDATE Method  M  R  -  

RFC 3323 
[13]  

A Privacy Mechanism for the Session Initiation Protocol (SIP)  M  R  M  

RFC 3324 
[14]  

Short Term Requirements for Network Asserted Identity  M  R  M  

RFC 3325 
[15]  

Private Extensions to the Session Initiation Protocol (SIP) for 
Asserted Identity within Trusted Networks  

M  R  M  

RFC 3489 
[16]  

STUN - Simple Traversal of User Datagram Protocol (UDP) 
Through Network Address Translators (NATs)  

-  R  -  

RFC 3581 
[18]  

An Extension to the Session Initiation Protocol (SIP) for 
Symmetric Response Routing  

M  R  M  

RFC 3725 
[19]  

Best Current Practices for Third Party Call Control (3pcc) in 
the Session Initiation Protocol (SIP)  

M  R 
(
R
O
) 

-  

RFC 4028 
[21]  

Session Timers in the Session Initiation Protocol (SIP)  R  R  -  

 
Siemens comment 7. RFC 3262 is cited, although there are no procedures that use it. 
If support is indeed required, it should be clarified. 
 



Siemens comment 8. RFC 4028 is cited, although there are no procedures that use it. 
Consideration should be given to specifying mandatory support for this and 
clarifying procedures. 
 
 
7 Locating SIP Servers  
 
Siemens comment 9. DNS SRV records play an important part in achieving 
scalability and survivability. There should be a greater focus on survivability, 
including procedures to be taken in the event of failure to contact a server (e.g., 
placing in quarantine to avoid trying that server for a while). Closely related to this is 
the need for optimization by reusing connections where they already exist, in 
particular TLS connections. 
 
7.1 Enterprise Requirements  
 
 
The Enterprise MUST ensure the existence of a publicly-accessible DNS server that is authoritative for its 
domain (or a sub-domain delegated by the Service Provider for use by the Enterprise). This DNS server 
SHOULD support NAPTR resource records and MUST support SRV resource records.  
  
Calls that are to be routed to the Service Provider’s network for termination MUST be sent to the Enterprise 
SIP Proxy Server.  
  
Enterprise SIP Proxy Servers MUST utilize DNS NAPTR and SRV queries as described in RFC 3263 [10] to 
determine the IP address, transport protocol, and port number of the SIP Proxy Server(s) associated with the 
Service Provider’s domain name.   
  
The PBX MAY register a contact address against one or more or more SIP URIs with the Service Provider’s 
SIP Application Server. These URIs MUST be associated with the Service Provider’s domain/realm.  
 
Siemens comment 10. This optional registration is a candidate for removal, to avoid 
unnecessary optionality in the specification. It is unclear what purpose it serves. 
 
 
7.2 Service Provider Requirements 
 
The Service Provider MUST operate a publicly-accessible DNS server that is authoritative for its domain. 
This DNS server SHOULD support NAPTR resource records and MUST support SRV resource records.  
  
Though not required, it is RECOMMENDED that Service Providers deploy redundant SIP Proxy Servers to 
service customer traffic. If redundant servers are deployed, the Service Provider MUST utilize the 
mechanism outlined in RFC 2782 [6] to return a prioritized list of contact information for the SIP Proxy 
Servers in DNS SRV resource records associated with the Service Provider’s domain name.   
  
Calls that are to be routed to the Enterprise’s network for termination MUST be sent to the Service 
Provider’s SIP Proxy Server.  
  
Service Provider SIP Proxy Servers MUST utilize DNS NAPTR and SRV queries as described in RFC 3263 
[10] to determine the IP address, transport protocol, and port number of the SIP Proxy Server(s) associated 
with the Enterprise network’s domain name.   
  
SIP Application Servers MUST be prepared to accept (but MUST NOT require) registrations for any valid 
URI that the Service Provider has assigned to an Enterprise. This interface specification does not define any 



specific action that is triggered by a successful registration; however one possible use of this information 
might be to update a DNS entry associated with the PBX in a DNS zone managed by the Service Provider.  
 
 
 
 
8 Signaling Security  
 
 
SIP Proxy Servers MUST support Transport Layer Security (TLS) as described in RFCs 2246 [3] and 3261 
[8].   
 
Siemens comment 11. For some scenarios TLS might not be necessary (e.g., if a 
VPN connection is used between the enterprise and the service provider). Therefore 
the use of TCP without TLS should be allowed. 
 
Siemens comment 12. The absence of a need for TLS in certain deployments should 
not be seen as a reason for specifying UDP. UDP has a packet size limitation, and 
there are well-known reasons why packet fragmentation and re-assembly cannot 
always be relied upon for handling large packets. Although initial deployments may 
happen to avoid SIP messages that require fragmentation, this will not be the case 
as more capabilities are added, such as additional media, SDP capability 
negotiation, media security, geographic location information, etc.. UDP should be 
seen as a legacy transport, which, although mandated by RFC 3261, is not future-
proof. Whilst RFC 3261-compliant implementations will, of course, implement UDP 
(also the market will dictate this), to be SIPconnect compliant TCP (with/without TLS) 
must be implemented and tested. 
  
All SIP signaling exchanged between the Service Provider and Enterprise SIP Proxy Servers MUST be 
secured using TLS.   
  
The TLS connection MUST be able to be established by both the Service Provider’s and Enterprise’s SIP 
Proxy Server.  
  
SIP Proxy Servers MUST utilize a verifiable digital certificate to secure the TLS session.  
  
SIP Proxy Servers MUST use canonical hostnames in any 'Via:' and/or 'Route:' SIP header field that it inserts 
in the SIP message.  
  
Certificates used to establish a TLS connection MUST be verified and MAY be validated. Verification steps 
include verifying that the certificate has not expired, that the issuing certification authority is one the SIP 
Proxy Server trusts, and finally that the subject of the certificate matches the host portion of the target URI. 
Validation steps include checking the status of the certificate as well as the status of all the certificates in the 
certificate chain using CRLs or other mechanisms such as OCSP.  
  
Enterprise certificates that are not signed by a trusted third party certification authority (i.e. self-signed 
certificates) MAY be used if permitted by the Service Provider’s local security policy. Service Provider 
certificates SHOULD be signed by a third party certification authority.   
 
 
 
 
9 Firewall and NAT Traversal  
 



Siemens comment 13. For some NAT scenarios the enterprise network will need 
access to a STUN server. Consideration should be given to mandating availability. 
 
Any IP address contained within the headers and message bodies (e.g. SDP) of SIP messages exchanged 
between the Service Provider and Enterprise networks MUST be a publicly routable address.  
  
This requirement implies that any “fix up” functions required for NAT traversal have already been performed 
either by the device originating the message (e.g. using STUN/TURN/ICE, static configuration, etc.) or by 
another network element (e.g. SIP-aware firewall, Session Border Controller, etc.) before the message is 
permitted to exit the Service Provider / Enterprise network edge.  
  
SIP intermediaries MUST NOT modify IP addresses or port numbers in the body or Contact header of any 
message if any of the following are true:   
  
• Any "application/sdp" body in the message contains any "a=candidate:" lines (indicating use of the ICE 
extension)   
• All the "c=" lines in any "application/sdp" bodies contain only public IP addresses (indicating that another 
element has already ensured the addresses are correct).  
 
 
 
 
10 Authentication and Accounting  
 
Siemens comment 14. Where TLS is not used, authentication based on a VPN 
connection should be allowed. 
 
 
10.1 Authentication of the Enterprise by the Service Provider  
 
Authentication of the Enterprise by the Service Provider can be performed in one of two ways. PBX systems 
MUST implement Option 1 and MAY implement Option 2.  
  
SIP Application Servers MUST support both Option 1 and Option 2 in order to ensure interoperability with 
all PBX systems.   
  
 
10.1.1 Option 1: Authentication using TLS Credentials  
 
The first method relies on authorization of the identity asserted by the Enterprise’s verified certificate used to 
establish the TLS connection with the Service Provider’s SIP Proxy Server.   
  
This model requires that the Service Provider’s SIP Proxy Server and SIP Application Server be capable of 
exchanging authorization, accounting, and usage information on a per-call basis in order to ensure complete 
billing traceability through the network. When this model is utilized, information identifying the Enterprise is 
extracted from the Enterprise’s certificate (for example, domain name) by the SIP Proxy Server and conveyed 
to the “downstream” device as necessary. (It is out of the scope of this interface specification to specify the 
actual mechanism used to convey this information within the Service Provider’s Network.)  
 
 
10.1.2 Option 2: Digest Access Authentication  
 
Siemens comment 15. This option is a candidate for removal, to avoid unnecessary 
optionality in the specification. 
 



The second method of authenticating an Enterprise utilizes the digest authentication scheme as described in 
section 22.4 of RFC 3261 [8]. In this model the Service Provider assigns the Enterprise Network a username 
and password (referred to as a “Network Account” hereafter) that is valid within the Service Provider’s 
domain (realm). It is important to note that if the digest authentication scheme is employed, it does not 
eliminate the requirement to utilize TLS between the Service Provider and Enterprise Network SIP Proxy 
Servers.  
  
When this model is employed, the following rules must be observed:  
  
1. When processing an INVITE request from an unauthenticated PBX, the SIP Application Server MUST 
challenge the message, only accepting authentication credentials that are valid within its realm.  
 
 
2. When processing a REGISTER request from an unauthenticated PBX, the SIP Application Server MUST 
challenge the message, only accepting authentication credentials that are valid within its realm.  
 
  
3. When challenged by the SIP Application Server, the PBX MUST respond with authentication credentials 
that are valid within the Service Provider’s realm (i.e. the network account username and password supplied 
by the Service Provider).  
 
  
4. In order to avoid unnecessary challenges, the PBX SHOULD include its authentication credentials using 
the current nonce in each request sent to the SIP Application Server.   
 
 
10.2 Authentication of the Service Provider by the Enterprise  
  
Authentication of the Service Provider by the Enterprise is not explicitly required by this interface 
specification, however it is RECOMMENDED. If the Enterprise chooses to do so, it MUST be performed 
using the identity conveyed in the certificate used by the Service Provider’s SIP Proxy Server to establish the 
TLS connection with the Enterprise Network’s SIP Proxy Server.   
 
 
 
 
11 Enterprise PSTN Identities  
 
This specification considers a single E.164 address equivalent to a single “PSTN identity.” Accordingly, a 
PBX with 100 assigned telephone numbers would have 100 associated PSTN identities.   
  
The PBX MUST choose which of its valid PSTN identities to use on a per-call basis. For example, on a call 
from a user without a dedicated telephone number (i.e. DID number) the PBX might choose to assert its 
“main” identity (e.g. the company’s main business number), while a call from a user with a dedicated DID 
number would use the identity of that user’s specific telephone number.  
  
Siemens comment 16. An enterprise should be able to assert a number (or indeed 
any other form of SIP URI) that it has received from outside its own network (or from 
outside that part of the enterprise network that is served by this particular service 
provider). This will arise, for example, with calls from PSTN to the enterprise that are 
forwarded by the enterprise back to PSTN (e.g., to the original called user's home or 
mobile PSTN number). If can also arise when a call originates in a different part of 
the enterprise network (e.g., in a different country) and breaks out to the service 
provider. 
 



 
Obviously at some point a translation between an E.164 address on the PSTN and an Enterprise’s SIP URI 
will need to be performed. This requirement implies that the SIP Application Server MUST maintain an 
E.164 address  Enterprise domain mapping table that is used to perform routing decisions for calls received 
from the PSTN.   
  
While not required by this interface specification, it is important to note that a SIP Application Server MAY 
support a more granular mapping scheme as well (e.g. E.164 address  specific Enterprise URI). It should also 
be noted that this mapping function does not necessarily need to be collocated on or a function of the SIP 
Application Server; for example, an external ENUM database (RFC 3761 [20]) could perform this function.   
 
 
 
 
12 Enterprise URI Formatting and Addressing Rules  
 
 
Any device that handles signaling MUST support addressing for closed (fixed length) and open (variable 
length) numbering plans.  
 
 
12.1 ‘From:’ Field  
  
Siemens comment 17. This whole area needs re-examining to take account of call 
forwarding situations, for example, and also extending the scope of the specification 
to calls that do not necessarily originate or terminate at PSTN. Also the use of 
FQDNs rather than IP addresses in the domain part could perhaps be specified. 
 
This interface specification provides two methods of communicating the PBX’s desired PSTN identity to the 
Service Provider’s SIP Application Server.   
  
PBX systems MUST implement Option 2 and SHOULD implement Option 1. Option 1 is the preferred 
method and SHOULD be utilized if the PBX supports it.  
  
SIP Application Servers MUST support both Option 1 and Option 2 in order to ensure interoperability with 
all PBX systems.  
 
 
12.1.1 Option 1: Utilizing the ‘From:’ and ‘P-Asserted-Identity:’ SIP Header Fields  
 
The first method for communicating PSTN identity information utilizes the ‘From:’ field in conjunction with 
the ‘P-Asserted-Identity:’ field as described in RFC 3325 [15]. This method allows the Enterprise to deliver a 
“public” and “private” PSTN identity to the Service Provider per call. The public identity represents the 
identity that the Enterprise wants to deliver to the PSTN for a given call. The private identity represents the 
identity that the Enterprise wants to deliver to the Service Provider for a given call.   
  
When this method is used, the ‘From:’ field is populated with the Enterprise’s desired public identity (e.g. the 
company or department’s main business number) or an anonymous URI as described in RFC 3323 [13]. The 
caller’s private identity information is provided to the Service Provider by utilizing the ‘P-Asserted-Identity:’ 
and ‘Privacy:’ SIP header fields as described in RFC 3325 [15]. It is important to note that SIP Application 
Servers MUST ONLY use any provided private identity information to provide services and/or features that 
the Enterprise has subscribed to for that identity.  
  
For the purposes of this specification, the Enterprise SIP Proxy Server is considered part of the Service 
Provider’s "Trust Domain", as defined in RFC 3325 [15]. When the SIP Application Server routes the call to 
any network element in the Service Provider’s network that does not support RFC 3325 [15], it MUST 



consider the network element to be outside of its Trust Domain. Per RFC 3325 [15], this means that the SIP 
Application Server MUST NOT disclose or otherwise pass any information contained in the ‘P-Asserted-
Identity:’ header field to that network element. In addition, the SIP Application Server MUST remove any 
‘P-Asserted-Identity:’ SIP header fields and the SIP header field requesting privacy.  
  
When this method is used, the PBX MUST format all INVITES sent to the Service Provider according to the 
following rules:  
  
1. The PBX MUST populate the ‘From:’ field with the URI that is associated with its desired public PSTN 
identity or an anonymous URI in the form <anonymous@[domain name]>. The PBX SHOULD also provide 
any applicable display name information (e.g. “Acme Rockets Sales Department”).  
 
 
2. The PBX MUST include a SIP ‘Privacy:’ header field that requests “id” privacy as defined in RFC 3325 
[15].  
 
 
3. The PBX MUST populate the ‘P-Asserted-Identity:’ SIP header field with one of the options below (listed 
in order of preference):  
 
  

a. The PBX caller’s telephone number in ITU-T E.164 format [2] + Enterprise domain name and 
(optional) desired display name information.   For example:  
 
  

   INVITE sip:+17705551211@serviceprovider.net;user=phone SIP/2.0  
   Via: SIP/2.0/UDP useragent.acmerockets.com:5060;branch=z9hG4bKl54j1  
   From: "Acme Rockets Sales" 
<sip:+16789901234@acmerockets.com;user=phone>;tag=1648468  
   To: <sip:+17705551211@serviceprovider.net;user=phone>  
   Call-ID: 502848105829482738  
   CSeq: 1 INVITE  
   Max-Forwards: 70  
   Privacy: id  
   P-Asserted-Identity: "John Doe" <sip:+16789902000@acmerockets.com;user=phone>  

  
b. Other RFC-3261-compliant [8] URI format agreed upon by the Service Provider and customer.   For 
example:  
 
  

   INVITE sip:+17705551211@serviceprovider.net;user=phone SIP/2.0  
   Via: SIP/2.0/UDP useragent.acmerockets.com:5060;branch=z9hG4bK9kj2b  
   From: "Acme Rockets Sales" <sip:sales@acmerockets.com>;tag=0323873  
   To: <sip:+17705551211@serviceprovider.net;user=phone>  
   Call-ID: 830284710729349284  
   CSeq: 1 INVITE  
   Max-Forwards: 70  
   Privacy: id  
   P-Asserted-Identity: "John Doe" <sip:johndoe@acmerockets.com>  

 
 
12.1.2 Option 2: Utilizing the ‘From:’ SIP Header Field only  
 
The second method for passing Enterprise PSTN identity information uses the ‘From:’ field described in RFC 
3261 [8]. This method provides less overall flexibility due to the fact that it allows only one identity to be 
conveyed to the Service Provider on a given call. When this method is used, the single identity is used by the 
Service Provider as both the “public” and “private” PSTN identities for the call.  



  
When using this method, the following requirements MUST be observed:  
  
1. The ‘From:’ field MUST contain a SIP URI containing the PBX’s desired PSTN identity for the PBX 
caller. In the event the PBX caller does not have its own PSTN identity, the main PSTN identity of the PBX 
SHOULD be used to populate the ‘From:’ field. If available, the PBX SHOULD also provide any applicable 
display name information (e.g. “John Doe”, “Acme Rockets”).  
 
 
2. The format of the ‘From:’ field MUST be expressed as one of the following two options (listed in order of 
preference):  
 
 

a. ITU-T E.164 format [2] + Enterprise domain name.   For example:  
 
 

   INVITE sip:+17705551211@serviceprovider.net;user=phone SIP/2.0  
   Via: SIP/2.0/UDP useragent.acmerockets.com:5060;branch=z9hG4bK-a111  
   From: "John Doe" <sip:+16789905555@acmerockets.com;user=phone>;tag=9802748  
   To: <sip:+17705551211@serviceprovider.net;user=phone>  
   Call-ID: 245780247857024504  
   CSeq: 1 INVITE  
   Max-Forwards: 70  

  
 b. 
 Other RFC-3261-compliant [8] URI format agreed upon by the Service Provider and Enterprise.   For 
example:  
 

  
   INVITE sip:+17705551211@serviceprovider.net;user=phone SIP/2.0  
   Via: SIP/2.0/UDP useragent.acmerockets.com:5060;branch=z9hG4bKk3s12  
   From: "John Doe" <sip:johndoe@acmerockets.com>;tag=9315428  
   To: <sip:+17705551211@serviceprovider.net;user=phone>  
   Call-ID: 096398618493230967  
   CSeq: 1 INVITE  
   Max-Forwards: 70  

  
 
12.2 ‘To:’ Field – PSTN Destinations  
 
Siemens comment 18. This seems unduly restrictive and needs re-examining, 
particularly in the context of call forwarding situations. 
  
This interface specification provides two methods of communicating the PBX’s destination (dialed) E.164 
address to the Service Provider’s SIP Application Server. PBX systems MUST implement at least one of 
these options. SIP Application Servers MUST support both methods in order to ensure interoperability with 
all PBX systems.  
 
  
12.2.1 Option 1: SIP URI  
 

To: <sip:+[E.164 Address] @[Service Provider Domain Name];user=phone>  
 
 
12.2.2 Option 2: tel: URL  
 



To: <tel:+[E.164 Address] >  
  
  
12.3 ‘To:’ Field – Emergency Services Destinations  
  
While not explicitly required by this interface specification, it is RECOMMENDED that the Service 
Provider support the termination of emergency services calls for one or more fixed physical locations 
serviced by the Enterprise PBX. For each such physical location, the Enterprise and Service Provider 
SHOULD mutually agree upon an E.164 address that will be used when an emergency services call is made 
from that location. This E.164 address SHOULD be used for routing the call to the appropriate Public Safety 
Answering Point (PSAP) as well as for providing any required emergency location information to the PSAP.   
  
The PBX SHOULD format the ‘To:’ field as follows when an emergency services call is made:  
  

To: <sip:[Country-specific emergency services address];phone-context=[Predetermined 
Geographic E.164 Address]@[Service Provider Domain Name] ;user=phone>  

  
The country-specific emergency services address is defined as the dial string used in the country of origin to 
request emergency services. The phone-context parameter SHOULD contain a valid E.164 address 
previously agreed upon by the Enterprise and Service Provider to represent the physical location from which 
the call originated. The Service Provider SHOULD ensure that valid location information for this E.164 
address is provisioned in the ALI database.  
  
For example, an emergency services call originating in the United States with a Geographic E.164 address of 
+16789901234 would be formatted as follows:  
  

To: <sip:911;phone-context=+16789901234@serviceprovider.net;user=phone>  
  
It is important to note that this interface specification defines no particular behavior that should be taken by 
the Service Provider in the event a valid E.164 address is not supplied. Accordingly, the Enterprise SHOULD 
ensure that no emergency services calls are sent to the Service Provider without a valid geographic E.164 
address.  
 
 
12.4 ‘To:’ Field -- Other Destinations  
  
While this interface specification defines no particular call handling behavior for URI formats other than 
those described above, the SIP Proxy Server and SIP Application Server SHOULD support any URI format 
that conforms to RFC 3261[8].   
  
 
12.5 Request-URI  
 
The initial Request-URI of any SIP message generated by an IP PBX system MUST adhere to the same 
formatting rules as that of the ‘To:’ field described in sections 12.2, 12.3, and 12.4 above.   
 
 
 
 
13 Service Provider URI Formatting and Addressing Rules  
 
Siemens comment 19. Greater flexibility will be needed to accommodate calls that 
do not arrive at the local service provider directly from PSTN. 
 
 
13.1 ‘From:’ Field  



  
If the PSTN caller has supplied their E.164 address and did not request calling number privacy, SIP 
Application Servers MUST populate the ‘From:’ field with the E.164 address of the PSTN caller + Service 
Provider domain name as shown below. If any display name information is available and has not been 
restricted for delivery, it SHOULD also be provided.  
  

From: "Acme Rockets" <sip:+15616261234@serviceprovider.net;user=phone>;tag=5320917  
  
If the PSTN caller has not supplied their E.164 address or has requested calling number privacy, the 
following anonymous URI MUST be populated in the ‘From:’ field:  
  

From: "Anonymous" <anonymous@[domain name]> ;tag=0728361  
  
 

13.2 ‘To:’ Field  
  
The SIP Application Server MUST populate the ‘To:’ field with the Enterprise PSTN identity associated with 
the dialed E.164 address + Enterprise domain name as shown below:  
  

To: <sip:+16789901234@acmerockets.com;user=phone>  
  
 
13.3 Request-URI  
  
The initial Request-URI of any SIP message generated by a SIP Application Server MUST adhere to the 
same formatting rules as that of the ‘To:’ field described in section 13.2 above.   
 
 
 
 
14 Quality of Service Considerations  
 
 
IP Packets containing SIP signaling messages or RTP voice samples MUST be marked with a predefined 
value in the packet header before being sent to the peer’s network. This provides the Service Provider and 
Enterprise with a standard mechanism for identifying and prioritizing voice-related packets at the edge and in 
the core of their packet networks.   
  
In order to accomplish this goal, the interface specification outlined by this document requires the use of the 
Differentiated Services Field as specified in RFC 2474 [5]. The following IP packet marking values are 
RECOMMENDED for use between the Enterprise and Service Provider network edges.   
  

Packet Type  DiffServ PHB DSCP Value Binary Equivalent Value  
SIP Signaling Message  CS5  40  Binary = 101000  

RTP Media  EF  46  Binary = 101110  
 
 
 
 
15 Media Attributes and Minimum Requirements  
 
 
15.1 Media Capability Negotiation  
  



Siemens comment 20. There is scope for tighter specification here, although not at 
the expense of removing necessary capabilities. 
 
Any device that originates and/or terminates RTP traffic MUST utilize the Session Description Protocol 
(SDP) as described in RFC 2327 [4] in conjunction with the offer/answer model described in RFC 3264 [11] 
to exchange session information (IP address, port number, media type, send/receive mode, codec, DTMF 
mode, etc).  
 
Siemens comment 21. Explicit support for re-negotiating the session using re-
INVITE should be included, to support third party call control functionality within the 
enterprise network. This is particular needed for common features such as call 
transfer, particularly as support for REFER and Replaces are not yet specified for 
SIPconnect. 
 
  
Any device that originates and/or terminates RTP traffic MUST include an attribute specifying the device’s 
desired directionality (i.e. a=inactive/sendonly/recvonly/sendrecv) as described in RFC 3264 [11] for all 
media streams listed in an SDP offer or answer that is generated by the device.  
  
Any device that originates and/or terminates RTP traffic MUST support the ability to receive SDP session 
descriptions that have the ‘c=’ field set to all zeros (0.0.0.0).   
 
 
15.2 Codec Support and Media Transport  
  
Voice samples MUST be transported using the real-time transport protocol (RTP) as described in RFC 3550 
[17].   
  
Any device that originates and/or terminates RTP traffic over UDP MUST use the same UDP port for 
sending and receiving session media (i.e. symmetric RTP.)  
  
Any device that originates and/or terminates RTP traffic SHOULD be capable of processing RTP packets 
with different packetization rate than the one used for sending.  
  
Any device that originates and/or terminates voice traffic MUST minimally support the ITU-T G.711 u-Law 
and G.711 A-Law PCM codecs with a packetization rate of 20 ms.   
  
Any device that originates and/or terminates voice traffic MUST support the ability to convert between 
G.711 A-Law to G.711 u-Law (by the u-Law end).  
 
Siemens comment 22. We should consider extending this, e.g., mandating G.729 too. 
 
  
Voice Activity Detection (VAD) and any other techniques that require mutual modification (e.g. comfort 
noise generation) of media content SHOULD be avoided where possible.   
  
 
15.3 Transport of DTMF Tones  
  
Trunking Gateways MUST support the ability to transport DTMF tones in-band when using the G.711 codec. 
Trunking Gateways MUST also support the ability to transport DTMF tones using the RTP telephone-event 
payload format as described in RFC 2833 [7] when using any codec.  
  
Any Enterprise device that originates and/or terminates voice traffic MUST support at least one of the above 



two methods for transporting DTMF tones (with RFC 2833 [7] DTMF Relay being the preferred method).   
 
Siemens comment 23. We should consider mandating RFC 4733. 
 
 
15.4 Echo Cancellation  
  
Any device that originates and/or terminates voice traffic MUST provide ITU-T G.168 compliant echo 
cancellation.  
  
Any device that supports fax and/or modem transmissions MUST recognize in-band 2100 Hz tones (+/- 15 
Hz) in conjunction with phase reversals at 450 ms intervals (+/- 25 ms). Upon detection of this tone, echo 
cancellation MUST be disabled and remain disabled for the duration of the call or until one of the following 
events occurs:  
  
1. No single-frequency sinusoid is present as defined in Section 7 of G.168.  
2. The end of the call is detected.  
3. The end of data transmission is detected by the lack of modem or fax tones on the channel.  
 
 
15.5 Fax and Modem Calls  
  
When performing in-band transport of fax or modem calls, any device that supports fax and/or modem 
transmissions MUST upon recognition of a 2100 Hz tone (+/- 15 Hz) tone:  
  
1. Switch the active codec in use on the call to G.711 (if a codec other than G.711 was previously in use).  
2. Disable the high pass filter.  
3. Disable voice activity detection (VAD) and comfort noise generation (CNG).  
4. Switch from any adaptive/dynamic jitter buffer in use to a fixed-length jitter buffer. (A 
RECOMMENDED depth of 200-ms is suggested when switching to a fixed-length jitter buffer.)  
 
  
Renegotiation of the session media attributes MUST be performed using the SIP reINVITE request as 
described in RFC 3261 [8] or the SIP UPDATE request as described in RFC 3311 [12].  
  
Superior performance of fax transmissions over packet networks can be achieved by utilizing the ITU-T T.38 
[22] fax relay specification (as opposed to in-band transport). In-band fax transmissions are especially 
problematic over packet networks, especially for calls that traverse the public Internet or other network that 
doesn’t offer adequate QOS. Accordingly, it is RECOMMENDED that Enterprise devices utilize T.38 fax 
relay when possible.  
  
Trunking Gateways MUST support the ITU-T T.38 [22] specification and Enterprise devices SHOULD 
support the specification. It is important to note that steps 1-4 outlined above for in-band transport of 
fax/modem calls do not apply, to fax calls only, for implementations utilizing T.38 fax relay.  
  
 
 
 
16 PSTN Interactions  
 
 
16.1 Call Progress Tones  
  
PBX systems MUST locally generate call progress tones in response to the following subset of standard SIP 
response codes. Selection of the particular tone is left to the equipment manufacturer’s discretion.  
  



SIP Response Code  
180 Ringing  
400 Bad Request  
403 Forbidden  
404 Not Found  
408 Request Timeout  
480 Temporarily Unavailable  
482 Loop Detected  
483 Too Many Hops  
486 Busy Here  
500 Server Internal Error  
503 Service Unavailable  
504 Server Time-out  
600 Busy Everywhere  
604 Does Not Exist Anywhere  

 
  
In addition to the response codes outlined above, PBX systems SHOULD generate some form of 
call progress tone for the remaining set of standard SIP response codes (where a call progress tone is 
applicable). Selection of the particular tone is left to the equipment manufacturer’s discretion.  
 
 
16.2 Early Media  
  
Siemens comment 24. This area should be re-examined. For example, receipt of 183 
with SDP information does not necessarily mean that RTP packets will be received, 
and until they are received perhaps it is inappropriate to stop ringback tone (if being 
applied). Also if a call has forked (e.g., one branch stays within the enterprise 
network, the other branch goes via the service provider to PSTN, or two or more 
branches go to different PSTN destinations), we cannot be quite so prescriptive in 
how early media is dealt with. 
 
In order to support delivery of in-band announcements and call progress tones, upon receipt of SDP 
information in any ’183 Session Progress‘, ’200 OK‘, or ’202 Accepted‘ message the PBX MUST 
immediately disable any locally generated call progress tones and cut-through the early media to the 
end-user as described in RFC 3261 [8].  
  
After sending an SDP offer, the IP PBX MUST be prepared to receive media on all offered 
“recvonly” or “sendrecv” transport protocol / transport port / codec (media stream) combinations. 
Upon receipt of media on any such media stream, the PBX MUST immediately disable any locally 
generated call progress tones and cut-through the early media to the end-user as described in RFC 
3261 [8].  
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18 Changes  
 
 
In Section 12.1.1, 2nd paragraph, “or an anonymous URI as described in RFC 3261 [8].” was replaced with 
“or an anonymous URI as described in RFC 3323 [13]  
.    
In Section 12.1.1 “The PBX MUST populate the ‘From:’ field with the URI that is associated with its desired 
public PSTN identity or an anonymous URI.  The PBX SHOULD also provide any applicable display name 
information (e.g. “Acme Rockets Sales Department”).” was replaced with ”The PBX MUST populate the 
‘From:’ field with the URI that is associated with its desired public PSTN identity or an anonymous URI in 
the form <anonymous@[domain name]>. The PBX SHOULD also provide any applicable display name 
information (e.g. “Acme Rockets Sales Department”).”  
  
In Section 13.1 “If the PSTN caller has not supplied their E.164 address or has requested calling number 
privacy, one of the following two anonymous URIs MUST be populated in the ‘From:’ field:  
  
From: "Anonymous" <sip:anonymous@anonymous.invalid>;tag=0728361  
  
From: "Anonymous" <anonymous@[domain name]> ;tag=0728361”  
  
was replaced with “If the PSTN caller has not supplied their E.164 address or has requested calling number 
privacy, the following anonymous URI MUST be populated in the ‘From:’ field:  
  
From: "Anonymous" <anonymous@[domain name]> ;tag=0728361”  
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